Mississippi Department of
Information Technology Services

RFP No: 3606

INVITATION: Sealed proposals, subject to the atkd conditions, will be received at this
office until October 29, 2009@ 3:00 p.m. Central Time for the acquisition of the
products/services described below for Mississipmp&rtment of Information Technology
Services.

To establish a vendor pool for the acquisitionexfugity risk and assessment
services by agencies and institutions of the Stabississippi

The Vendor must submit proposals and direct inquires to:

Melinda Simmons
Technology Consultant
Information Technology Services
Suite 508, 301 N. Lamar Street
Jackson, MS 39201-1495
(601) 359-9535
Melinda.Simmons@its.ms.gov

To prevent opening by unauthorized individuals calbies of the proposal must be sealed in the
package. The following must be clearly typed olatzel affixed to the package in a clearly
visible location:

PROPOSAL, SUBMITTED IN RESPONSE TO
RFP NO. 3606
due October 29, 2009 @ 3:00 p.m.,
ATTENTION: Melinda Simmons

David L. Litchliter
Executive Director, ITS
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ITS RFP Response Checklist

RFP Response Checklist: These items should bededlin your response to RFP 3606.

1) One clearly marked original response and four (#nfical copies of the
complete proposal. Label the front and spine oflinee-ring loose-leaf binder
with the Vendor name and RFP number. Includetdras listed below inside
the binder. Please DO NOT include a copy of th® RFthe binder.

2) Submission Cover Sheet, signed and dated. (Section I)

3) Proposal Bond, if applicable (Section 1)

4) Proposal Exception Summary, if applicable (Section V)

5) Vendor response t&FP Questionnaire (Section VI)

6) Point-by-point response fiechnical Specifications (Section VII)
7) Vendor response tGost Information Submission (Section VIII)

8) References (Section 1X)



RFP No.: 3606
Table of Contents
Project No.: 38241
Revised: 9/15/2009

Table of Contents

SECTION | e e e e e s e e s s e e e e e eenannenes 4
SUBMISSION COVER SHEET & CONFIGURATION SUMMARY ..., 4
PROPOSAL BONDS ... s 5

SECTION Tl ittt e et et e et b bt e e e e e e e e e e e e e e e ennnnnnene 6
PROPOSAL SUBMISSION REQUIREMENTS ..........iiimmmeveiiiiiii e 6

SECTION ettt e e e e e e e e e e e e e e enennnnnee 10
VENDOR INFORMATION ...cuiiiiiiii it se e e 10

SECTION IV i ettt e e et e e et e e e e e e e e e e et e e e e e s e e e n s 14
LEGAL AND CONTRACTUAL INFORMATION .....cciiiiiiiiiiiiiiiiiiii e 14

SECTION V ettt e oo e et et ettt e e e e e e e e e e e e e e e e bbb e e e e e e e e e e e 27
PROPOSAL EXCEPTIONS ....ooii s 27
PROPOSAL EXCEPTION SUMMARY FORM ...t 29

SECTION VI oo e e e e e e e e e e s s e e e e 30
RFP QUESTIONNAIRE ..ot e e e 30

SECTION VL e e e e e s 33
TECHNICAL SPECIFICATIONS ... e 33

SECTION VI e e s 43
COST INFORMATION SUBMISSION .....coiiiiiiiiiiiiireeeeceeeeeeeei e eee e 43

SECTION DX et e e e e e e e e e e e s e e e e e e e e 45
REFERENCES ...t err e e e e e e e e e e e e e e n e 45
REFERENCE FORM.....ouuii e 46
SUBCONTRACTOR REFERENCE FORM.......ccoiiiiiii e 47

EXHIBIT A e e 48
CONFIDENTIALITY AGREEMENT ...ooiiiiiitiiii et neees 48

EXHIBIT B oo 51
CERTIFICATION OF DESTRUCTION ....cuuuiiiiiiiii ittt nsveeeneees 51

EXHIBIT C oo 52
SAMPLE STATEMENT OF WORK ... ..coiiiiiiiiiiitt e e e ensnnnenes 52

EXHIBIT D oo e 54
STANDARD CONTRACT ..ottt emmm et a e e e 54



RFP No.: 3606

Section 1: Submission Cover Sheet & Configuration Summary
Project No.: 38241

Revised: 9/15/2009

SECTION |
SUBMISSION COVER SHEET & CONFIGURATION SUMMARY

Provide the following information regarding the g@n responsible for the completion of your
proposal. This person should also be the persenMississippi Department of Information
Technology Services|TS), should contact for questions and/or clarificasio

Name Phone #
Address Fax #
E-mail

Subject to acceptance WYS, the Vendor acknowledges that by submitting a gsap AND
signing in the space indicated below, the Vendarostractually obligated to comply with all
items in this Request for Proposal (RFP), includthg Standard Contract in Exhibit D if
included herein, except those listed as exceptonthe Proposal Exception Summary Form. If
no Proposal Exception Summary Form is included, the Vendor is indicating that he take
exceptions. This acknowledgement also contragtudiligates any and all subcontractors that
may be proposed. Vendors who sign below may rtet kake exception to any point during
contract negotiations. The Vendor further cerifibat the company represented here is an
authorized dealer in good standing of the prodsetsices included in this proposal.

/
Original signature of Officer in Bind of Company/Date

Name (typed or
printed)

Title

Company name
Physical address

State of Incorporation

CONFIGURATION SUMMARY

The Vendor must provide a summary of the main carepts of products/services offered in this
proposal using 100 words or less.
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PROPOSAL BONDS

Please refer to Item No. 36, “Proposal Bond” inteclV to determine if a Proposal Bond is
required for this procurement. If required, pleagach the bond here.
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SECTION I
PROPOSAL SUBMISSION REQUIREMENTS

The objective of the Proposal Submission Requirgssaction is to provide Vendors with the
information required to submit a response to thegjliest for Proposal (RFP). A Vendor who
has responded to previous RFPs issuetlfByshould not assume that the requirements are the
same, as changes may have been made.

1. Failure to follow any instruction within this RFPam at the State’s sole discretion, result
in the disqualification of the Vendor’s proposal.

2. The State has no obligation to locate or acknowdealgy information in the Vendor’'s
proposal that is not presented under the apprepoigiiine according to these instructions
and in the proper location.

3. The Vendor’s proposal must be received, in writimg the office ofiTS by the date and
time specified. ITS is not responsible for any delays in delivery gpenses for the
development or delivery of proposals. Any proposmleived after proposal opening
time will be returned unopened.

4. Proposals or alterations by fax, e-mail, or phoiienet be accepted.

5. Original signatures are required on one copy of $hdmission Cover Sheet and
Configuration Summary, and the Vendor’s originabmission must be clearly identified
as the original. The Vendor’s original proposalsininclude the Proposal Bond, (if
explicitly required in Section IV).

6. ITS reserves the right to reject any proposals, inolydhose with exceptions, prior to
and at any time during negotiations.

7. ITS reserves the right to waive any defect or irregiylan any proposal procedure.

8. The Vendor may intersperse their response folloveagh RFP specification but must
not otherwise alter or rekey any of the originadttef this RFP. If the State determines
that the Vendor has altered any language in trginali RFP, the State may, in its sole
discretion, disqualify the Vendor from further catesation. The RFP issued byS is
the official version and will supersede any conitig RFP language submitted by the
Vendor.

The Vendor must conform to the following standardshe preparation of the Vendor's
proposal:

8.1 The Vendor is required to submit one clearly markedinal response and
four (4) identical copies of the complete propogatjuding all sections and
exhibits, in three-ring binders.
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8.2 To prevent opening by unauthorized individuals, apies of the proposal
must be sealed in the package. A label contaitiagnformation on the RFP
cover page must be clearly typed and affixed to ghekage in a clearly
visible location.

8.3 Number each page of the proposal.
8.4 Respond to the sections and exhibits in the sader ais this RFP.
8.5 Label and tab the responses to each section andbitexhbsing the

corresponding headings from the RFP.

8.6 If the Vendor does not agree with any item in aagtien, then the Vendor
must list the item on thBroposal Exception Summary Form. (See Section V
for additional instructions regarding Vendor exoes.)

8.7 Occasionally, an outline point in an attachmenuests information which is
not applicable to the products/services propodédhe Vendor is certain the
point does not apply to the given RFP, the Ventoukl respond with “NOT
APPLICABLE.”

8.8 Where an outline point asks a question or requestsmation, the Vendor
must respond with the speciimswer or information requested.

8.9 When an outline point/attachment is a statementigea for the Vendor’'s
information only, the Vendor need only read thainpo The Vendor
acknowledges having read and accepting, or takkegmion to, all sections
by signing theSubmission Cover Sheet and providing aProposal Exception
Summary Form.

8.10 Where a minimum requirement has been identifiedpoad by stating the
item (e.g., device nhame/model number, guaranteggonse time) proposed
and how it will meet the specifications.

8.11 The Vendor must fully respond to eacbquirement within thelechnical
Soecifications by fully describing the manner and degree by whihb
proposal meets or exceeds said requirements.

It is the responsibility of the Vendor to cleartientify all costs associated with any item
or series of items in this RFP. The Vendor mustuile and complete all parts of the
cost proposal in a clear and accurate man@missions, errors, misrepresentations,
or inadequate details in the Vendor’s cost proposahay be grounds for rejection of
the Vendor’'s proposal. Costs that are not clearlydentified will be borne by the
Vendor. The Vendor must complete t@est Information Submission in this RFP, which
outlines the minimum requirements for providing tcwdormation. The Vendor should
supply supporting details as described in@ost Information Submission.
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ITS reserves the right to request additional inforovator clarification of a Vendor’'s
proposal. The Vendor’s cooperation during the @atabn process in providing' S staff
with adequate responses to requests for clarificavill be considered a factor in the
evaluation of the Vendor's overall responsivendssck of such cooperation or failure to
provide the information in the manner required naythe State’s discretion, result in the
disqualification of the Vendor’s proposal.

Unsolicited clarifications and updates submittei@rathe deadline for proposals will be
accepted or rejected at the sole discretiolT 8f

Unsolicited clarifications in the evaluation andesgion of lowest and best proposal will
be considered only if all the following conditioase met:

12.1 A clarification to a proposal that includes a newtynounced product line or
service with equal or additional capability to b®yded at or less than the
proposed price will be considered.

12.2 Information provided must be in effect nationaltydehave been formally and
publicly announced through a news medium that teedér normally uses to
convey customer information.

12.3 Clarifications must be received early enough in &waluation process to
allow adequate time for re-evaluation.

12.4 The Vendor must follow procedures outlined herein gubmitting updates
and clarifications.

12.5 The Vendor must submit a statement outlining theeuonstances for the
clarification.
12.6 The Vendor must submit one clearly marked origenadl four (4) copies of

the clarification.

12.7 The Vendor must be specific about which part of thiginal proposal is
being changed by the clarification (i.e., must uld exact RFP reference to
section and outline point).

Communications with State

From the issue date of this RFP until a Vendoeieded and the selection is announced,
responding Vendors or their representatives maycoatmunicate, either orally or in
writing regarding this RFP with any statewide edelcofficial, state officer or employee,
member of the legislature or legislative employ&eept as noted herein. To ensure
equal treatment for each responding Vendor, alktjoies regarding this RFP must be
submitted in writing to the State’s contact perfamthe selection process, and not later
than the last date for accepting responding Vegdestions provided in this RFP. All
such questions will be answered officially by that& in writing. All such questions and
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answers will become addenda to this RFP, and thiky&vposted to the ITS web site.
Vendors failing to comply with this requirement Mok subject to disqualification.

13.1 The State’s contact person for the selection psodgsMelinda Simmons,
Technology Consultant, 301 North Lamar Street, S8, Jackson, MS
39201, 601-359-9535, Melinda.Simmons@its.ms.gov.

13.2 Vendor may consult with State representatives asgdated by the State’s
contact person identified in 13.1 above in respdasstate-initiated inquiries.
Vendor may consult with State representatives durstheduled oral
presentations and demonstrations excluding sit&svis
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SECTION I
VENDOR INFORMATION

The objective of the Vendor Information section tbfs RFP is to provide Vendors with
information required to respond to the RFP succdlgsf

1.

Interchangeable Designations

The terms “Vendor” and “Contractor” are referen¢ktbughout this RFP. Generally,
references to the “Vendor” are used in conjunctidgth the proposing organization and
procurement process leading up to the final RFRRcieh and award. The term
“Contractor” denotes the role assumed, post-awdrd, the winning Vendor.
Additionally, the terms “State of Mississippi,” ‘@e” or “ITS” may be used
interchangeably throughout this RFP to denote thiigal entity issuing the RFP and
requesting responses from Vendors throughout tepseifications. References to a
specific agency, institution or other political ptrepresent the client or customer on
whose behalf ITS is issuing the RFP.

Vendor’s Responsibility to Examine RFP
Vendors must examine all documents, forms, spetifios, standard provisions, and
instructions.

Proposal as Property of State
All written proposal material becomes the propeityhe State of Mississippi.

Written Amendment to RFP

Any interpretation of ahTS RFP will be made by written amendment only. ThateSt
will not be responsible for any other explanatiéthis RFP. A copy of any amendment
will be posted on thdTS website, together with the associated RFP spatiific.
Vendors are required to check & website periodically for RFP amendments before
the proposal opening date http://www.its.ms.gov/rfps/rfps_awaiting.shtml

Any and all amendments will be posted no later thaon, seven days prior to the
proposal opening date listed on the cover pagéisfRFP. Should you be unable to
access thdéTS website, you may contact th€S technology consultant listed on page
one of this RFP and request a copy.

Oral Communications Not Binding

Only transactions which are in writing froffS may be considered official. No
negotiations, decisions, or actions shall be exetbly any Vendor as a result of any
discussions with any State employee.

Vendor’s Responsibility for Delivery

Vendors must ensure, through reasonable and suftiéollow-up, proper compliance
with, and fulfillment of all schedules and deliveles specified within the body of this
RFP. The State will not be responsible for théufai of any delivery medium for

10
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submission of information to or from the Vendorg¢luding but not limited to, public
and private carriers, U.S. mail, Internet Servioavitlers, facsimile, or e-mail.

Evaluation Criteria

The State's intent in issuing this RFP is to awardontract to the lowest and best
responsive Vendor who meets specifications, consiglgrice and other factors. The
Vendor’s past performance, cooperation, and alititprovide service and training are
general factors that will be weighed in the setectirocess. More specific information
concerning evaluation criteria is presentedeaohnical Specifications.

Multiple Awards
ITS reserves the right to make multiple awards.

Right to Award in Whole or Part
ITS reserves the right to approve an award by indaliciems or in total, whichever is
deemed to be in the best interest of the Stateisgissippi.

Right to Use Proposals in Future Projects

The State reserves the right to evaluate the awgvdgposal from this RFP, including
all products and services proposed therein, aldtigtive resulting contractual terms, for
possible use in future projects if (a) it is deernteedbe in the best interest of the State to
do so; and (b) the Vendor is willing to extend atdess than or equal to that specified in
the awarded proposal and resulting contract. Asdet concerning the utilization of a
Vendor’s proposal for future projects is solelytts discretion of the State and requires
the agreement of the proposing Vendor. The Statesion to reuse an awarded
proposal will be based upon such criteria as: ti{g¢)customer’s business requirements;
(2) elapsed time since the award of the originajgmt; and/or (3) research on changes
in the Vendor, market, and technical environmemisesthe initial award.

Price Changes During Award or Renewal Period

A price increase will not be accepted during theanperiod or the renewal period,
unless stipulated in the contract. However, tlageSuill always take advantage of price
decreases.

Right to Request Information

The State reserves the right to request informatdative to a Vendor’s references and
financial status and to visit a Vendor’s facilitdsring normal working hours. The State
also reserves the right to request a current fiahstatement, prepared and certified by
an independent auditing firm, and reserves thet tighrequire that Vendors document
their financial ability to provide the products asetvices proposed up to the total dollar
amount of the Vendor's cost proposal. The Stateerkes the right to request
information about the Vendor from any previous oostr of the Vendor of whom the

State is aware, even if that customer is not irediic the Vendor’s list of references.

11
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Vendor Personnel

For RFPs including professional services speciboat the Vendor will be required to
provide and/or certify the following for each ingtlual included in the Vendor’s
proposal:

13.1 A direct telephone number at which the individuaynbe contacted for a
telephone interview. The State will pay toll chesgn the continental United
States. The Vendor must arrange a toll-free nurfdveall other calls.

13.2 That, if onsite interviews are required, the indiwal can be at the specified
location in Mississippi within the timeframe spéedf. All costs associated
with onsite interviews will be the responsibilitfthe Vendor.

13.3 That the individual is proficient in spoken andttem English;

13.4 That the individual is a U.S. citizen or that tmaividual meets and will
maintain employment eligibility requirements in qorance with all INS
regulations. The Vendor must provide evidence adntification and
employment eligibility prior to the award of a coatt that includes any
personnel who are not U. S. citizens.

13.5 That the personnel assigned to a project will renaipart of the project
throughout the duration of the contract as lonthaspersonnel are employed
by the Vendor, unless replaced by the Vendor atdfjaest of the State. This
requirement includes the responsibility for ensgiral non-citizens maintain
current INS eligibility throughout the duration thie contract.

Vendor Imposed Constraints

The Vendor must specifically document what limiaas, if any, exist in working with
any other Contractor acting in the capacity of @it@te’s business partner, subcontractor
or agent who may be managing any present or fupnogects; performing quality
assurance; integrating the Vendor’'s software; angfoviding web-hosting, hardware,
networking or other processing services on theeStddehalf. The project relationship
may be based on roles as either equal peers; sspgrv subordinate; or subordinate —
supervisory, as determined by the State. The &atggnizes that the Vendor may have
trade secrets, intellectual property and/or busimekationships that may be subject to its
corporate policies or agreements. The State mudérgtand these issues in order to
decide to what degree they may impact the Statglgyato conduct business for this
project. These considerations will be incorporatextordingly into the proposal
evaluation and selection process. The understgndiached between the Vendor and
the State with regard to this business relationghgziudes the Vendor from imposing
any subsequent limitations of this type in futurejgct undertakings by the State.

12
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Best and Final Offer

The State reserves the right to solicit Best amthlFOffers (BAFOs) from Vendors,
principally in situations in which proposal costdigse available funding or the State
believes none of the competing proposals presenBest Value (lowest and best
proposal) opportunity. Because of the time andeagp incurred by both the Vendor
community and the State, BAFOs are not routinelgdemted. Vendors should offer
their best pricing with the initial solicitationSituations warranting solicitation of a
BAFO will be considered an exceptional practice doy procurement. Vendors that
remain in a competitive range within an evaluatnaesy be requested to tender Best and
Final Offers, at the sole discretion of the Stafdl such Vendors will be provided an
equal opportunity to respond with a Best and Fdfr under a procedure to be defined
by the State that encompasses the specific, refieedls of a project, as part of the
BAFO solicitation. The State may re-evaluate anderad the original project
specifications should it be deemed necessary iera@ improve the opportunity for
attaining Best Value scenarios from among the reimgi competing Vendors. All
BAFO proceedings will be uniformly conducted, initimmg and subject to solicitation by
the State and receipt from the Vendors under aggeachedule.

Restriction on Advertising

The Vendor must receive written approval from th&t& before advertising or
referencing the award of the contract or the sesvioeing provided. The Vendor must
agree not to refer to awards in commercial advagign such a manner as to state or
imply that the firm or its services are endorsegreferred by the State of Mississippi.

Rights Reserved to Use Existing Product Contracts

The State reserves the right on turnkey projectsetture certain products from other
existingITS contracts if it is in its best interest to do 9bthis option is exercised, then

the awarded Vendor must be willing to integrate dbquisition and implementation of

such products within the schedule and system ura@ract.

Additional Information to be Included

In addition to answering each specification witkinis RFP, the Vendor must include
complete  product/service information, including guwot pictorials and
technical/descriptive literature relative to angdguct/service offered with the proposal.
Information submitted must be sufficiently detailed substantiate that the
products/services offered meet or exceed spedditat

Valid Contract Required to Begin Work

The successful Vendor should not commence anyblell&ork until a valid contract has
been executed. Any work done by the successfubldeprior to the execution of the
contract is done at the Vendor’s sole risk. TheteSts under no obligation to pay for
work done prior to the execution of a contract.

13
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SECTION IV
LEGAL AND CONTRACTUAL INFORMATION

The objective of thd_egal and Contractual Information section is to provide Vendors with
information required to complete a contract or egrent withITS successfully.

1.

Acknowledgment Precludes Later Exception

By signing theSubmission Cover Sheet, the Vendor is contractually obligated to comply
with all items in this RFP, including th&andard Contract in Exhibit D if included
herein, except those specifically listed as exoagtion thd’roposal Exception Summary
Form. If no Proposal Exception Summary Form is included, the Vendor is indicating
that he takes no exceptions. Vendors who respoifds RFP by signing th&ubmission
Cover Sheet may not later take exception to any item in thePRifuring contract
negotiations.  This acknowledgement also contréigtuabligates any and all
subcontractors that may be proposed. No excephigrssibcontractors or separate terms
and conditions will be entertained after the fact.

Failure to Respond as Prescribed

Failure to respond as described in SectiofPibposal Submission Requirements to any
item in the sections and exhibits of this RFP,udalg theSandard Contract attached as
Exhibit D, if applicable, shall contractually obdige the Vendor to comply with that item.

Contract Documents

ITS will be responsible for all document creation aeditorial control over all
contractual documentation related to each procunenmoject. The following
documents will normally be included in all contabetweenTS and the Vendor:

3.1 The Proposal Exception Summary Form as acceptdétddyy

3.2 Contracts which have been signed by the Vendol B&d

3.3 ITS" Request for Proposal, including all addenda;

3.4 Official written correspondence frolS to the Vendor;

3.5 Official written correspondence from the VendorT& when clarifying the

Vendor’s proposal; and
3.6 The Vendor’s proposal response to (h§ RFP.

Order of Precedence

When a conflict arises regarding contract intene do conflicting statements in
documents included in the contract, the order e€gdence of each document is as listed
above unless modification of order is negotiated agreed upon by boti'S and the
winning Vendor.

14
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Additional Contract Provisions

The contract will also include such additional psoans, which are not inconsistent or
incompatible with the material terms of this RFB,naay be agreed upon by the parties.
All of the foregoing shall be in such form and dainge as prescribed by the State.

Contracting Agent by Law

The Executive Director ofTS is, by law, the purchasing and contracting agentttie
State of Mississippi in the negotiation and exexubf all contracts for the acquisition of
computer and telecommunications equipment, systeofsyare, and services (Section
25-53-1, et seq., of the Mississippi Code AnnotatddS is issuing this RFP on behalf
of the procuring agency or institutiodTS and the procuring agency or institution are
sometimes collectively referred to within this R&®"State.”

Mandatory Legal Provisions

7.1 The State of Mississippi is self-insured; all regments for the purchase of
casualty or liability insurance are deleted.

7.2 Any provisions disclaiming implied warranties shaé null and void. See
Mississippi Code Annotated Sections 11-7-18 an@-73-9(4). The Vendor
shall not disclaim the implied warranties of memadility and fithess for a
particular purpose.

7.3 The Vendor shall have no limitation on liabilityrfalaims related to the
following items:

7.3.1 Infringement issues;

7.3.2 Bodily injury;

7.3.3 Death;

7.3.4 Physical damage to tangible personal and/or regdgty; and/or

7.3.5 The intentional and willful misconduct or negligeatts of the
Vendor and/or Vendor’s employees or subcontractors.

7.4 All requirements that the State pay interest (otivan in connection with
lease-purchase contracts not exceeding five yasegjeleted.

7.5 Any contract negotiated under this RFP will be goed by and construed
according to the laws of the State of Mississipgenue for the resolution of
any dispute shall be Jackson, Hinds County, Miggiss

7.6 Any contract negotiated under this RFP is cancelabthe event the funding
authority does not appropriate funds. Notice refuents to Vendor cannot
exceed sixty (60) days.

15
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The State of Mississippi does not waive its soggreéinmunities or defenses
as provided by law by entering into this contracthvthe Vendor, Vendor
agents, subcontractors, or assignees.

The State will deliver payments to the Vendor witforty-five (45) days after
receipt of invoice and receipt, inspection, and rapal of Vendor’s
products/services. No late charges will exceeélolp®r month on any unpaid
balance from the expiration of said period untiypant is delivered. See
Section 31-7-305 of the Mississippi Code Annotat&aller understands and
agrees that Purchaser is exempt from the paymeakes.

The State shall not pay any attorney's fees, pgepgt interest or the cost of
legal action to or for the Vendor.

Approved Contract

8.1

8.2

8.3

Award of Contract - A contract is considered tcalmearded to a proposer once
the proposer's offering has been approved as lowest best proposal
through:

8.1.1 Written notification made to proposers idrg letterhead, or
8.1.2 Notification posted to thEI'S website for the project, or
8.1.3 CP-1 authorization executed for the project, or

8.1.4 The ITS Board's approval of same during an open sessidhef
Board.

ITS statute specifies whethBrS Director approval ofTS Board approval is
applicable for a given project, depending on thlttifecycle cost of the
contract.

A contract is not deemed final until five (5) wanki days after either the
award of contract or post procurement review, gilstted in thdTS Protest
Procedure and Policy. In the event of a validgsttthe State may, at its sole
discretion, continue the procurement or stay thecymement in accordance
with the ITS Protest Procedure and Policy. If the procuremerstayed, the
contract is not deemed final until the protesesoived.

Contract Validity
All contracts are valid only if signed by the Exg&ea Director ofITS.

Order of Contract Execution
Vendors will be required to sign contracts andnitidl all contract changes before the
Executive Director of TS signs.

16
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Availability of Funds

All contracts are subject to availability of fund$é the acquiring State entity and are
contingent upon receipt by the winning Vendor giuachase order from the acquiring
State entity.

CP-1 Requirement

All purchase orders issued for goods and servicesiiged from the awarded Vendor
under this RFP must be encoded by the Customercageith a CP-1 approval number
assigned byTS. This requirement does not apply to acquisititreg by policy have
been delegated to State entities.

Requirement for Electronic Payment and Invoicing

13.1

13.2

13.3

Payments to the awarded Vendor for all goods amdces acquired under
this RFP by state agencies that make payments ghrdhe Statewide
Automated Accounting System (“SAAS”) will be madiatronically, via
deposit to the bank account of the Vendor's choidée awarded Vendor
must enroll and be activated in PayMode™, the Staterrent vehicle for
sending and receiving electronic payments, prioreteiving any payments
from state agencies. There is no charge for a deta enroll or receive
payments via PayMode. For additional informationRayMode, including
registration instructions, Vendors should visit tHiellowing website:
http://portal.paymode.com/msNVendors may also request assistance from the
Mississippi Management and Reporting System (MMRXIl Center
regarding PayMode registration by contactingsh@dfa.state.ms.us

For state agencies that make payments through Sk&Swarded Vendor is
required to submit electronically all invoices fpoods and services acquired
under this RFP, along with appropriate supportinguinentation, as directed
by the State. Should the requirement for electramioicing be implemented
during the term of the project contract, the Swatework with the Vendor to
determine a reasonable timeframe for initiating®dic invoicing.

Items 13.1 and 13.2 only apply to state agenciasrttake payments through
SAAS. Payments and invoices for all other entitig conform to their
standard methods of payment to contractors.

Time For Negotiations

14.1

All contractual issues must be successfully netgdiawithin fifteen (15)
working days from the Vendor’s initial receipt dfet project contract from
ITS, unlessITS consents to extend the period. Failure to coraplet
negotiations within the stated time period cont#ugrounds for rejection of
the Vendor’s response to this RFIPTS may withdraw the proposal award
and begin negotiations with the next ranked Vendonediately or pursue
any other option.
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Negotiations shall be limited to items to which tWlendor has noted as
exceptions on their Proposal Exception Summary F@asnwell as any new
items that the State may require. All contractngfes requested by the
Vendor related to such exceptions noted in Vendgrgposal shall be
submitted three (3) working days prior to scheduledotiations, unlesd§'S
consents to a different period.

Prime Contractor

The selected Vendor will be designated the prinrdrector in the proposal, and as such,
shall be solely responsible for all products/sesioffered in the proposal and for the
fulfillment of the contract with the State.

Sole Point of Contact
ITS will consider the selected Vendor to be the saetpof contact with regard to
contractual matters, including payment of any dhdrearges resulting from the contract.

16.1

16.2

16.3

The Vendor must acknowledge and agree that in msaté proposals,

clarifications, negotiations, contracts and resotubf issues and/or disputes,
the Vendor represents all contractors, third psréied/or subcontractors the
Vendor has assembled for this project. The Veésdoommitments are

binding on all such parties and consequently treeSis only required to

negotiate with the Vendor.

Furthermore, the Vendor acknowledges and agregmde all rights and/or
services related to all general consulting, sesvieasing, software licensing,
warranties, hardware maintenance and/or softwappastito the State from
any contractor, third party or subcontractor withdbe State having to
negotiate separately or individually with any susdrties for these terms or
conditions.

Should a proposing Vendor wish to assign paymenarof or all charges
resulting from this contract to a third party, Vendanust disclose that fact in
his/her proposal, along with the third party’s nanagldress, nature of
business, and relationship to the proposing Vertterreason for and purpose
of the assignment, and all conditions of the assmgmt, including but not
limited to a copy of an assignment document toxexeated by the State, the
Vendor, and the third party. Such assignmentshelbccepted or rejected at
the sole discretion of the State. Vendor mustrteand definitively state in
his/her proposal whether the proposal is continggpdn the requested
assignment of payments. Whenever any assignmeguayohent is requested,
the proposal, contract, and assignment document mmgtude language
specifically guaranteeing that the proposing Vendasolely and fully liable
and responsible for the performance of its oblaai under the subject
contract. No assignment of payment will be conmgdeat the time of
purchase unless such assignment was fully discliostiet Vendor’s proposal
and subsequently accepted by the State.
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ITS Approval of Subcontractor Required

Unless provided in the contract, the Vendor shatl gontract with any other party for
furnishing any of the contracted work or servicatheut the consent, guidance, and
written approval of the StatelTS reserves the right of refusal and the right tauesq
replacement of a subcontractor due to unacceptabt& or conduct. This provision
should not be interpreted as requiring the approf/aidividual contracts of employment
between the Vendor and personnel assigned forcesruinder the contract.

Inclusion of Subcontract Agreements
Copies of any agreements to be executed betweeNedhdor and any subcontractors
must be included in the Vendor’s proposal.

Negotiations with Subcontractor

In order to protect the State’s interddiS reserves the right to attempt to resolve the
contractual disagreements that may arise betweeWéndor and its subcontractor after
award of the contract.

References to Vendor to Include Subcontractor
All references in the RFP to “Vendor” shall be doaed to encompass both the Vendor
and its subcontractors.

Outstanding Vendor Obligations

21.1 Any Vendor who presently owes the State of Mispjgismoney pursuant to
any contract for whicHTS is the contracting agent and who has received
written notification fromITS regarding the monies owed, must submit, with
the proposal, a certified check in the amount dud @wing in order for the
proposal in response to this RFP to be considéreda Vendor currently in
bankruptcy as of the RFP submission date, thisimeapent is met, if and only
if, ITS has an active petition before the appropriate hgiky court for
recovery of the full dollar amount presently owedthe State of Mississippi
by that Vendor. If the Vendor has emerged fromkbapicy by the RFP
submission date, the Vendor must pay in full anypam due and owing to
the State, as directed in the court-approved reazgaon plan, prior to any
proposal being considered.

21.2 Any Vendor who is presently in default on existrwntracts for whiciTS is
the contracting agent, or who otherwise is delimgue the performance of
any such contracted obligations, is in the solgoent of the State required
to make arrangement for fulfilling outstanding ghliions to the satisfaction
of the State in order for the proposal to be carsd.

21.3 The State, at its sole discretion, may reject tlopgsal of a Vendor with any
significant outstanding financial or other obligais to the State or who is in
bankruptcy at the time of proposal submission.
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Equipment Condition
For all RFPs requiring equipment, the Vendor mwshith only new equipment in
response tdTS specifications, unless an explicit requirement dised equipment is
otherwise specified.

Delivery Intervals

The Vendor’s proposal must specify, in tBest Information Submission and in response
to any specific instructions in th&echnical Secifications, delivery and installation
intervals after receipt of order.

Pricing Guarantee

The Vendor must explicitly state, in ti@ost Information Submission and in response to
any specific instructions in th&echnical Specifications, how long the proposal will
remain valid. Unless stated to the contrary inTiaghnical Specifications, pricing must
be guaranteed for a minimum of ninety (90) days.

Shipping Charges

For all RFPs requiring shipment of any product omponent, all products must be
delivered FOB destination to any location withie tpeographic boundaries of the State
with all transportation charges prepaid and inctlide the RFP proposal or LOC
guotation. Destination is the point of use.

Amortization Schedule

For all RFPs requiring equipment, contracts invadvithe payment of interest must
include an amortization schedule clearly documentime amount of interest payable
over the term of the contract.

Americans with Disabilities Act Compliance for Web Developmeh and Portal
Related Services

All Web and Portal development work must be dedigaed implemented in compliance
with the Electronic and Information Technology Assibility Standards associated with
Section 508 of the Rehabilitation Act and with tNeb Accessibility Initiative (WAI) of
the W3C.

Ownership of Developed Software

28.1 When specifications require the Vendor to develojwsare for the State, the
Vendor must acknowledge and agree that the Stateeisole owner of such
developed software with exclusive rights to usderalor distribute the
software without restriction. This requirement kggpto source code, object
code, and documentation.

28.2 The State may be willing to grant the Vendor a mehesive license to use the
State’s software subject to devising acceptabladesind license fees. This
requirement is a matter of State Law, and not najlet
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Ownership of Custom Tailored Software

In installations where the Vendor’s intellectuabperty is modified and custom-tailored
to meet the needs of the State, the Vendor must dife State an application license
entiting the State to use, and/or alter the safwavithout restriction. These
requirements apply to source code, object codedlandmentation.

Terms of Software License
The Vendor acknowledges and agrees that the terall ebftware licenses provided to
the State shall be perpetual unless stated othemwiie Vendor’'s proposal.

The State is Licensee of Record

The Vendor must not bypass the software contragiimase of a project by licensing
project software intended for State use in its camypname. Upon award of a project,
the Vendor must ensure that the State is propécbnsed for all software that is
proposed for use in a project.

Remote Access via Virtual Private Network

Vendor must understand that the State of Mississippnterprise Security Policy
mandates that all remote access to and/or fronStae network must be accomplished
via a Virtual Private Network (VPN). If remote &ss is required at any time during the
life of this Agreement, Vendor and the State adoeienplement/maintain a VPN for this
connectivity. This required VPN must be IPSec-td@dESP tunnel mode) and will
terminate on a Cisco VPN-capable device (i.e. VBNcentrator, PIX firewall, etc.) on
the State’s premises. Vendor agrees that it naists expense, implement/maintain a
compatible hardware/software solution to terminthte specified VPN on the State’s
premises. The parties further understand and abegethe State protocol standard and
architecture are based on industry-standard sgqumatocols and manufacturer engaged
at the time of contract execution. The State re=setiee right to introduce a new protocol
and architecture standard and require the Vendopmaply with same, in the event the
industry introduces a more secure, robust prottcotplace IPSec/ESP and/or there is a
change in the manufacturer engaged.

Negotiating with Next-Ranked Vendor

Should the State cease doing business with anydresaflected via this RFP process, for
any reason, the State reserves the right to ieitregotiations with the next ranked
Vendor.

Disclosure of Proposal Information

Vendors should be aware that any information imap@sal may be subject to disclosure
or reproduction under the Mississippi Public Resoiddt of 1983, defined in Section 25-
61-1 et seq. of the Mississippi Code Annotat@dl. disclosures of proposal information
will be made in compliance with thB'S Public Records Procedures established in
accordance with the Mississippi Public Records AcfThe ITS Public Records
Procedures are available in Section 019-010 of & Procurement Handbook, on the
ITS Internet site at:http://dsitspe01.its.ms.gov/its/procman.nsf/TOC4&Dfiew or
from ITS upon request.

21



35.

36.

RFP No.: 3606

Section 1V: Legal and Contractual Information
Project No.: 38241

Revised: 9/15/2009

As outlined in the Third Party Information sectiohthel TS Public Records Procedures,
ITS will give written notice to any affected Vendor @fequest to view or reproduce the
Vendor’'s proposal or portion thereofiTS will not, however, give such notice with
respect to summary information prepared in conoactvith the State’s review or
evaluation of a Vendor’s proposal, including, bot himited to, written presentations to
theITS Board or other approving bodies, and/or similaittem documentation prepared
for the project file. In addition,TS will not provide third-party notice for requests f
any contract executed as a result of this RFP, theghexception of information contained
in contract exhibits identified and labeled as abgritial during the contract negotiation
process.ITS will provide third-party notice of requests foryasuch confidential exhibits
to allow Vendor the opportunity to protect the imf@tion by court order as outlined in
thelITS Public Records Procedures.

Summary information and contract terms, as defadmove, become the propertyldfS,
who has the right to reproduce or distribute thfsrimation without notification.

Vendors should further be aware that requests i&olabure of proposal and contract
information are sometimes received Iy significantly after the proposal opening date.
ITS will notify the signatory “Officer in Bind of Congny” provided in Section | of this
RFP for Notification of Public Records Requestghia event information is requested
that your company might wish to consider protectsga trade secret or as confidential
commercial or financial information. If the “Offc in Bind of Company” should not be
used for notification of public records requestgn®lor should provide the alternative
contact information in response to this RFP item.

Risk Factors to be Assessed

The State will assess risk factors that may imtiekist within a given procurement and
that may develop over the course of a procuremertegs as facts become known. The
State, at its sole discretion, may employ the foliy mechanisms in mitigating these
risks: proposal bonding, performance bonding, msg payment plan with retainage,
inclusion of liquidated damages, and withholdingyrpant for all portions of the
products/services acquired until final acceptantke Vendor must agree to incorporate
any or all of the above terms and conditions ihtod¢ustomer agreement.

Proposal Bond
The Vendor is not required to include a proposaldowith its RFP proposal.

If a proposal bond is required, the security mwestirbthe form of a bond, irrevocable
letter of credit, certified check, or cashier’'s cké€hereinafter, “security”) payable to the
Mississippi Department of Information Technologynéees, to be held by their
contracting agent, the Mississippi Department dbrimation Technology Services, and
must be placed in the front of the Vendor’s prophosehe submission of an acceptable
security is a condition precedent to a valid preposnd the amount of the security is not
negotiable or contestable. Any proposal receivétiout the security will be rejected
and returned to the Vendor without further consaten.
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The security binds the Vendor to the commitmentslenan writing in the Vendor’'s
proposal. The security will be forfeited in theeaVv the awarded Vendor, at any time
during the contract negotiation process, refusefidoor commitments made in its
proposal, reneges on pricing, takes exception to tarm or condition that was not
addressed in the Vendor’s written proposal, osflexecute a contract as anticipated in
the RFP and the Vendor’s proposal, including doautet exceptions, within fifteen (15)
working days after the Vendor’s initial receipttbé project contract fronTS, unless an
extension is agreed to byS.

As stated in the RFP, the Vendor may take excepticany point without incurring any
liability to provide items to which an exceptionshdeen taken. Likewise, the State has
no obligation to accept any proposed exception.ouhthe State decide, at its sole
discretion and at any point in the process, thag»aeption is NOT acceptabld,S will
reject the Vendor’s proposal and return the Vergls€curity.

The Vendor's security will be returned promptlyeafiTS and the successful Vendor
have executed a contract or within ninety (90) dafger opening the proposals if no
letter of intent to award a contract has been sknthe event that the successful Vendor
fails to accept and sign the mutually negotiatetraxt, that Vendor shall be disqualified
and ITS shall initiate negotiations with the next rankeé&ndor until a contract is
successfully negotiated, ¢FS elects to cancel the procurement. The securities|
remaining Vendors will be returned when a conthas been successfully negotiated and
executed, or when the procurement is canceled.

Performance Bond/Irrevocable Bank Letter of Credit

The Vendor is not required to include the priceagberformance bond or irrevocable
bank letter of credit with his RFP proposal. If ueqd, the cost of the bond or letter of
credit must be shown as a separate line item irCtse Information Submission. The
performance bond or letter of credit must be preduat the Vendor's expense prior to
the execution of the contract and may be invoicedMississippi Department of
Information Technology Services after contractiation only if itemized in theCost
Information Submission and in the executed contractThe final decision as to the
requirement for a Performance Bond or Irrevocable Bank Letter of Credit will be
made upon contract award and is at the State’s soltiscretion.

If a Performance Bond /Irrevocable Bank Letter oédit is required, the Vendor must
procure and submit tdTS, on behalf of Mississippi Department of Informatio
Technology Services, with the executed contragta (@aerformance bond from a reliable
surety company authorized to do business in thie $faMississippi or (b) an irrevocable
bank letter of credit that is acceptable to theteéStaThe Performance Bond or the
Irrevocable Letter of Credit shall be for the totéahount of the contract or an amount
mutually agreed upon by the State and the sucdegsfudor and shall be payable to
Mississippi Department of Information Technology nsees, to be held by the
Mississippi Department of Information Technologynees. No contract resulting from
this RFP will be valid until the required PerforncarBond or Irrevocable Bank Letter of
Credit has been received and found to be in priqwer and amount. The Vendor agrees
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that the State has the right to request paymerd foartial amount or the full amount of
the Irrevocable Letter of Credit/Performance bohdusd the products/services being
procured hereunder not be provided in a manneristens with this RFP and the
Vendor’'s proposal by the delivery dates agreed upprithe parties. The State may
demand payment by contacting the bank issuing diier| of credit or the bonding
company issuing the performance bond and makingittew request for full or partial
payment. The issuing bank/bonding company is requto honor any demand for
payment from the State within fifteen (15) days mdftification. The letter of
credit/performance bond shall cover the entire ramttperiod, with the exception of
post-warranty maintenance and support, and shalb@ageleased until final acceptance
of all products and deliverables required hereimmil the warranty period, if any, has
expired, whichever occurs last. If applicable, ahthe State’s sole discretion, the State
may, at any time during the warranty period, revigendor's performance and
performance of the products/services delivered aetermine that the letter of
credit/performance bond may be reduced or relegsent to expiration of the full
warranty period.

Responsibility for Behavior of Vendor Employees/Sutontractors

The Vendor will be responsible for the behaviombfits employees and subcontractors
while on the premises of any State agency or utgit. Any Vendor employee or
subcontractor acting in a manner determined bytiministration of any State agency or
institution to be detrimental, abusive, or offersto any of the staff or student body of
any State agency or institution will be asked sv&ethe premises and can be suspended
from further work on the premises.

Protests

The Executive Director difS and/or the Board Members [3iS or their designees shall
have the authority to resolve Vendor protests imnection with the selection for award
of a contract. Copies of the protest proceduresaarilable on théTS Internet site -
ITS Protest Procedure and Policy, Section 019-0Z8, Procurement Handbook at:
http://dsitspe01.its.ms.gov/its/procman.nsf/TOC4&@fiew or fromITS upon request.

Protest Bond

Potential Vendors may protest any of the speciboatof this RFP on the belief that the
specification is unlawful, unduly restrictive, onjustifiably restraining to competition.
Any such protest must be in writing and submitiedhne ITS Executive Director along
with the appropriate protest bond within five (59nking days of the Official Release of
the RFP, as defined in th@S Protest Procedure and Policy. The outside of the
envelope must be marked “Protest” and must sp&ffly number 3606.

As a condition precedent to filing any protest tedato this procurement, the Vendor
must procure, submit to th€S Executive Director with its written protest, andimtain
in effect at all times during the course of thetpsb or appeal thereof, a protest bond in
the full amount of the total estimated projectdifele cost or $250,000.00, whichever is
less. The total estimated project lifecycle codt be the amount used biy'S in the
computation of cost points, as the low cost in demominator of the cost evaluation
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formula. The bond shall be accompanied by a dulhenticated or certified document
evidencing that the person executing the bond isemsed Mississippi agent for the
bonding company. This certified document shalhtdg the name and address of the
person or entity holding the protest bond and stlaltify a contact person to be notified
in the event that the State is required to takemacgainst the bond. The protest bond
shall not be released to the protesting Vendot thei protest is finally resolved and the
time for appealing said protest has expired. Tiwest bond shall be procured at the
protesting Vendor's expense and be payable to thesi8sippi Department of
Information Technology Services. Prior to approdathe protest bondTS reserves the
right to review the protest bond and require thetgsting Vendor to substitute an
acceptable bond in such form as the State maymabhBorequire. The premiums on such
bond shall be paid by the protesting Vendor. TheteSimay claim against the protest
bond as specified in Section 25-53-5 (n) of thedisippi Code of 1972, as amended
during the 1998 Mississippi legislative session, aieidition to all other rights and
remedies the State may have at law or in equity.

Should the written protest submitted by the Ventik to comply with the content
requirements ofi TS’ protest procedure and policy, fail to be submittethin the
prescribed time limits, or fail to have the appriaf@ protest bond accompany it, the
protest will be summarily dismissed by & Executive Director.

Mississippi Employment Protection Act

Effective July 1, 2008, Vendor acknowledges thatawarded, it will ensure its
compliance with the Mississippi Employment ProtectAct, Section 71-11-1, et seq. of
the Mississippi Code Annotated (Supp2008), andnedister and participate in the status
verification system for all newly hired employed$e term “employee” as used herein
means any person that is hired to perform workiwithe State of Mississippi. As used
herein, “status verification system” means the ghlle Immigration Reform and
Immigration Responsibility Act of 1996 that is optxd by the United States Department
of Homeland Security, also known as the E-Verifpd®am, or any other successor
electronic verification system replacing the E-VerProgram. Vendor will agree to
maintain records of such compliance and, upon cqpfethe State, to provide a copy of
each such verification to the State.

Vendor acknowledges and certifies that any persssigaed to perform services
hereunder meets the employment eligibility requeata of all immigration laws of the
State of Mississippi.

Vendor acknowledges that violating the E-Verify gham (or successor thereto)
requirements subjects Vendor to the following: ¢ahcellation of any state or public
contract and ineligibility for any state or pubbontract for up to three (3) years, with
notice of such cancellation being made public, rthe loss of any license, permit,
certification or other document granted to Vendogr &n agency, department or
governmental entity for the right to do businesdississippi for up to one (1) year, or
(c) both. Vendor would also be liable for any aiddial costs incurred by the State due
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to contract cancellation or loss of license or perm
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SECTION V
PROPOSAL EXCEPTIONS

Please return théroposal Exception Summary Form at the end of this section with all
exceptions to items in any Section of this RFPetisend clearly explained or state “No
Exceptions Taken.” If ndProposal Exception Summary Form is included, the Vendor is
indicating that he takes no exceptions to any itethis RFP document.

1. Unless specifically disallowed on any specificatiberein, the Vendor may take
exception to any point within this RFP, includingecification denoted with "shall” or
“must,” as long as the following are true:

11

1.2

1.3

1.4

The specification is not a matter of State law;
The proposal still meets the intent of the RFP;

A Proposal Exception Summary Form is included with Vendor’s proposal;
and

The exception is clearly explained, along with attgrnative or substitution
the Vendor proposes to address the intent of theifsgation, on the Proposal
Exception Summary Form.

The Vendor has no liability to provide items to athian exception has been takdmS

has no obligation to accept any exception. Dutiregproposal evaluation and/or contract
negotiation process, the Vendor di& will discuss each exception and take one of the
following actions:

2.
2.1
2.2
2.3
2.4
3.

The Vendor will withdraw the exception and meet #pecification in the
manner prescribed;

ITS will determine that the exception neither posemificant risk to the
project nor undermines the intent of the RFP aridaetept the exception;

ITS and the Vendor will agree on compromise languagaliog with the
exception and will insert same into the contract; o

None of the above actions is possible, di& either disqualifies the
Vendor’s proposal or withdraws the award and prdsete the next ranked
Vendor.

ShouldITS and the Vendor reach a successful agreerfiEatwill sign adjacent to each

exception which is being accepted or submit a fonméten response to theroposal
Exception Summary responding to each of the Vendor's exceptions.e Phoposal
Exception Summary, with those exceptions approved {5, will become a part of any
contract on acquisitions made under this RFP.

27



RFP No.: 3606

Section V: Proposal Exceptions
Project No.: 38241

Revised: 9/15/2009

An exception will be accepted or rejected at tHe descretion of the State.

The State desires to award this RFP to a Vend&eodors with whom there is a high
probability of establishing a mutually agreeablentcact, substantially within the
standard terms and conditions of the State's RikdPyding theStandard Contract in
Exhibit D, if included herein. As such, Vendorkage proposals, in the sole opinion of
the State, reflect a substantial number of matenaeptions to this RFP, may place
themselves at a comparative disadvantage in thduai@n process or risk
disqualification of their proposals.

For Vendors who have successfully negotiated araontwith ITS in the pastITS
requests that, prior to taking any exceptions te RFP, the individual(s) preparing this
proposal first confer with other individuals whovieapreviously submitted proposals to
ITS or participated in contract negotiations wiiiS on behalf of their company, to
ensure the Vendor is consistent in the items telwhitakes exception.
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PROPOSAL EXCEPTION SUMMARY FORM

List and clearly explain any exceptions, for all RIP Sections and Exhibits, in the table
below.

ITS RFP Vendor Proposal Brief Explanation of | ITS Acceptance (sign
Reference Reference Exception here only if accepted
(Reference (Page, section, items in | (Short description of

specific outline | Vendor’s proposal where| exception being

point to which exception is explained) | made)

exception is

taken)

1.

2.

3.

4,

5.

6.

7.
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SECTION Vi
RFP QUESTIONNAIRE

Please answer each question or provide the infasmas requested in this section.

1.

Statewide Automated Accounting System (SAAS) Informtion for State of
Mississippi Vendor File

1.1 SAAS Vendor Code Any Vendor who has not previously done businesis w
the State and has not been assigned a SAAS Vemwnder should furnish a
signed copy of an IRS W-9 form with the proposalcd@py of the W-9 Form
can be obtained by going to tRES website http://www.its.ms.goy clicking
on the “Procurement” button to the left of the sereselecting “Vendor
Information”, scrolling to the bottom of the pagnd clicking on the link
“Forms Required in RFP Responses.” Vendors whee faeviously done
business with the State should furni$ls with their SAAS Vendor code.

SAAS Vendor Code: OR SignedMirh Attached:

1.2 Vendor Self-Certification Form: The State of Mississippi, in an effort to
capture participation by minority Vendors, askst thach Vendor review the
State of Mississippi Minority Vendor Self Certiftten Form. This
information is for tracking/reporting purposes gnand will not be used in
determining which Vendor will be chosen for thejpob. Any Vendor who
can claim status as a Minority Business Enterpose& Woman Business
Enterprise in accordance with the definitions ois fiorm and who has not
previously submitted a form to the State of Miggpissshould submit the
completed form with the proposal. A copy of the btity Vendor Self-
Certification Form can be obtained at:
http://www.mississippi.org/assets/docs/minority/onity _vendor_selfcertfor
m.pdf Please direct any questions about minorityifesation in Mississippi
to the Minority Business Enterprise Division of thississippi Development
Authority by telephone at (601) 359-3448 or via émaat
Mminority @mississippi.org

Minority Vendor Self-Certification Form Included:
Minority Vendor Self-Certification Form Previousiubmitted:
Not claiming Minority or Women Business Enterprid@atus:

Certification of Authority to Sell

The Vendor must certify Vendor is a seller in gatanding, authorized to sell and able
to deliver all items and related services propaseithe State of Mississippi in the time
frame specified. Does the Vendor make these watibns? (A yes or no answer is
required.)
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Certification of No Conflict of Interest
Mississippi law clearly forbids a direct or inditeonflict of interest of a company or its
employees in selling to the State. The Vendor ranstver and/or provide the following:

3.1

3.2

Does there exist any possible conflict of inteliesthe sale of items to any
institution withinITS jurisdiction or to any governing authority? (A y&sno
answer is required.)

If the possibility of a conflict does exist, proeia list of those institutions and
the nature of the conflict on a separate page acldde it in your proposal.
The Vendor may be precluded from selling to thas#titutions where a
conflict of interest may exist.

Pending Legal Actions

4.1

4.2

Are there any lawsuits or other legal proceedingairest the Vendor that
pertain to any of the software, hardware, or otimaterials and/or services
which are a part of the Vendor’s proposal? (Ageso answer is required.)

If so, provide a copy of same and state with spetyifthe current status of the
proceedings.

Non-Disclosure of Social Security Numbers

Does the Vendor acknowledge that any informatiostesy proposed, developed, or
modified under this RFP that disseminates, in amynfor manner, information or

material that contains the Social Security Numifearo individual, has mechanisms in
place to prevent the inadvertent disclosure ofildevidual’s Social Security Number to

members of the general public or to persons othen tthose persons who, in the
performance of their duties and responsibilitiesyena lawful and legitimate need to
know the individual's Social Security Number? Thisknowledgement is required by
Section 25-1-111 of the Mississippi Code Annotated.

Order and Remit Address
The Vendor must specify both an order and a reddtess:

Order Address:
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Remit Address (if different):

Web Amendments

As stated in Section HIITS will use thelTS website to post amendments regarding
RFPs before the proposal openindnéip://www.its.ms.gov/rfps/rfps_awaiting.shtmiWe
will post clarifications until noon seven days prio the proposal opening date listed on
the cover page of this RFP or the posted exterdat®, if applicable.

Vendors may list any questions or items needirgifadation discovered in the week
prior to the proposal opening in a written formathe beginning of the proposal binder
or in the comment section for the individual offeyi

Does the Vendor certify that they have reviewedpy of thelTS amendments for RFPs
as above stated? (A yes or no answer is required.)
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SECTION Vi
TECHNICAL SPECIFICATIONS

How to Respond to this Section

1.1 Beginning with Item 4.1 of this section, label arespond to each outline
point in this section as it is labeled in the RFP.

1.2 The Vendor must respond with “ACKNOWLEDGED,” “WILCOMPLY” or
“AGREED” to each point in this section. In additianany items in this RFP
require detailed and specific responses to prothderequested information.
Failure to provide the information requested widsult in the Vendor
receiving a lower score for that item, or, at that&s sole discretion, being
subject to disqualification.

1.3 “ACKNOWLEDGED” should be used when no Vendor resgmmor Vendor
compliance is required. “ACKNOWLEDGED"” simply meathe Vendor is
confirming to the State that he read the statem&his is commonly used in
the RFP sections where the agency’s current opegraginvironment is
described or where general information is beinggigbout the project.

1.4 “WILL COMPLY” or “AGREED” are used interchangeabty indicate that
the Vendor will adhere to the requirement. Thesms are used to respond to
statements that specify that a Vendor or Vendorgp@sed solution must
comply with a specific item or must perform a certask.

1.5 If the Vendor cannot respond with “ACKNOWLEDGED,” WiLL
COMPLY,” or “AGREED,” then the Vendor must respondith
“EXCEPTION.” (See Section V, for additional insttions regarding Vendor
exceptions.)

1.6 Where an outline point asks a question or requegtsmation, the Vendor
must respond with the specitimswer or information requested.

1.7 In addition to the above, Vendor must provide etptietails as to the manner
and degree to which the proposal meets or excemtdtsspecification.

General Overview and Background

The Mississippi Department of Information Technglo§ervices (ITS) is seeking
proposals from qualified Vendors to provide seguaitd risk assessment services for the
wide area, local area and other network basedmgstesed by ITS and its customers
(state agencies and entities). Services are netededw/estigate, identify, measure and
prioritize the potential risks that exist on themputer and network facilities for these
agencies/entities. These services must incorptinatase of human interaction as well as
automated tools to assess and report these vuiltgeab One objective is to obtain
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recommendations that will allow ITS and its custesr® understand their exposure and
take precise measures to mitigate it.

ITS will receive proposals from qualified Vendonsdadevelop a pool of valid Vendors
for use by state agencies and entities. Eachyenmiiitwork with an approved Vendor(s)
to formulate the scope of the security assessnmgyaigement and its fixed cost. Then the
Vendor will provide the customer with a StatemehtMork. This Statement of Work
will be the basis of the resulting procurement appl paperwork generated by ITS.

Procurement Project Schedule

Task Date

First Advertisement Date for RFP 09/22/09
Second Advertisement Date for RFP 09/29/09
Deadline for Vendor's Written Questions 3:00 p.nen@al

Time on 10/13/09
Deadline for Questions Answered and Post&8/20/09
to ITS Web Site

Open Proposals 3:00 p.m. Central
Time on 10/29/09

Evaluation of Proposals 10/30/09 — 11/20/09

Contract Execution 11/23/09

List Published and Ready for Use 12/1/09

Statements of Understanding

4.1 Each awarded Vendor will be required to sign a @emitiality Agreement
(see Exhibit A).

4.2 All of the data captured for each assessment theddeperforms must be
properly destroyed. Vendor will be required to\pde a Certification of
Destruction (see Exhibit B) to each entity they tcact with resulting from
this RFP.

4.3 In order to participate as an awarded Vendor ia Ri+P, Vendor must agree
to provide services to any state entity requestsggurity assessments
regardless of their size, location, or other fagtat the pricing proposed in
response to this RFP.

Qualifications of Staff
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Vendor must identify the executive and professigmaisonnel who will be
assigned to the security/risk assessment projedtstsie their duties and
responsibilities.

For each individual identified, a resume must bevjgled that includes the
relevant experience in the area of the project heshee will undertake.
Resumes of technical personnel should include éxpez in the environment
described in the RFP. Of special interest arevagie certifications and/or
security clearance/classifications possessed bgrihposed staff.

Vendor must identify any special certificationsisas Payment Card Industry
(PCI) certifications. Vendor must provide proof akrtification and
references.

Due to the sensitivity of systems security inforimatthat will be obtainable
through the security/risk assessment servicesyV#reor must describe the
background verification process used in the hifhgheir management staff
and their individual consultants.

Background Information about Subcontractors

Vendors must provide the same information as alfoveach subcontractor
or reseller whom the Vendor proposes to perform antphe functions under
this RFP.

Technical Requirements

6.1

6.2

6.3

Vendor must identify types of security risks tode@amined and the methods
used for examination. These risk analyses shaudtude, at minimum, a

review of both internal and external vulnerabitti@ review of software bugs,
patches and configurations; a review of setup aidimistration of systems

including default settings, user ids, passwords] ahange management;
penetration testing in selected sensitive areasyi@w of control of the user

environment including well defined access and poliegarding use of the

State’s systems.

Vendor must identify the scanning tools to be usedcanning for both
network and host vulnerabilities. Vendor shoulgoatiescribe the intrusive
nature of the tools and indicate any requiremehthe State to facilitate the
scans. The Vendor must fully describe the inforomtaptured by these
tools.

The Vendor is required to provide details on wieatdires, functions, or other
considerations exclusive of the specified requinreeither his company or
the proposed security/risk assessment servicesdati®@ customer that may
provide a distinct value to the State. In the évbat ITS agrees that such
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features, functions, or other considerations dwipgea distinct benefit, the
State reserves the right to give the Vendor adualiconsideration.

The minimum required results from a site assessmest include:

6.4.1 A hard copy and an electronic copy report indigatine specific
findings,

6.4.2 A management level report summarizing the detaitedort
information, and

6.4.3 A hard copy and an electronic copy remediation pletailing the
specific findings and a proposed resolution forheaglnerability.
The electronic version of the remediation plan nigsin a format
such as Word or Excel that can be edited by tha@gentity.

The Vendor should be prepared to make an oral pratsen of the findings, if
so desired, to Management and Executive level.s¥&éindor must provide
examples of their reporting documents.

Vendor must ensure that all deliverables are pexvitb the customer in a
secure manner. Vendor must describe how delivesabill be provided to
the customer securely.

Vendor must provide a copy of all remediation répto ITS.

Vendor is precluded from providing remediation $sg8 after an
assessment(s) is completed.

Vendor is precluded from providing remediation g8 on networks where
the Vendor has performed installation, maintenaand/or support services.

Vendors must provide a list of Mississippi agen@esties in which the
Vendor has designed, implemented, or currently sapphe system/network.

Statement of Work

7.1

Vendor must acknowledge that a well-organized staté of work
identifying all components of the services they pu@posing will be provided
for each project awarded from this RFP. The statgnof work should
include, at minimum, the following components:

7.1.1 Scope of work including listing of responsibilitiaad accountable
parties (Vendor, State, other)

7.1.2 A listing of the deliverables resulting from theservices
(Vulnerability and Threat Assessment, Suggested ur8gc
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Architecture/Tools, Examples of Security Policy,c.gt The

Vendor will be responsible for defining the vulngtdies

detected, defining how to resolve the vulnerabsitiand providing
an estimate of the time, money, staff, equipmerd ah other

related resources that will be required to remedye t
vulnerabilities.

7.1.3 An outline of the process to be used in providingse services
(interviews, scans, analysis, etc.), including sting of key
individuals that must be available on the custosige to assist in
the data gathering, investigation, and review pgsce

7.1.4 A schedule/timetable for the entire project.

7.1.5 A description of the reports generated and provide result of
the assessment.

7.1.6 A description of the planning phase to review pfies, and
establish recommendations and timetables for im@faation.

7.1.7 An itemized description of the total cost of thejpct based on the
pricing proposed in this RFP.

7.1.8 Vendor will be required to provide recommendatiamsl details
for contracting ongoing security assessments (dlypudi-
annually, quarterly, etc) to the customer.

7.1.9 If requested, Vendor must review the entity’s emiptsecurity
policy and make recommendations as well as prosidanples of
additional policy statements relative to the follogy areas of
security.

7.1.9.1 Monitoring of Adherence to the Enterprise Security
Policy

7.1.9.2  Administration of Security Policy

7.1.9.3 Reporting and Responding to Security Incidents
7.1.9.4 Identification and Authentication

7.1.9.5 Digital Signatures and Certificates

7.1.9.6 Password Management

7.1.9.7 Encryption
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7.1.9.8 Remote Access

7.1.9.9  Virtual Private Networks

7.1.9.10 Virus Prevention, Detection, and Removal
7.1.9.11 Software Licensing

7.1.9.12 Proper Use of Firewalls and VPNs

7.1.9.13 E-Mail Security

7.1.9.14 Securing Operating System and Hardware Platforms

(Patch Management)

7.1.9.15 Security Tools (Security Scanners, Intrusion Débect
Systems)

7.1.9.16 Physical Security

A sample Statement of Work is provided as ExhibitITS recommends that
awarded Vendors use a similar format for providBtgtements of Work to
state agencies or entities using this RFP.

Vendor may provide ITS with any suggestions for rioyements to the
Statement of Work in response to this specification

Published Format

8.1

8.2

8.3

The list of Vendors resulting from the award ostRFP will be published on
the ITS website.

The list will consist of Instructions for Use, afpwith each Vendor’s contact
information.

The State agency or entity will be required to obta Statement of Work
from the Vendor, send a request to ITS, and recav€P-1 approval
document before beginning the security or risk sgsent.

Primary Term and Updates

9.1

9.2

This RFP will be used for a two-year term subjectenewal as needs evolve.
At the end of the initial term, the contract mayebéended, upon the written
consent of the parties, the length of which willdggeed upon by the parties.

Vendors must provide a pricing escalation rateg@pplied at the end of the
initial term for use during any additional terms.
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ITS reserves the right to also use the awardedosalp as the basis for
satisfying additional requests that may originatenf agencies and institutions
under ITS purview.

Cost Proposal

10.1

10.2

10.3

Vendors must provide detailed and comprehensiveizied pricing based on
the requirements listed within this RFP and theorimiation described in
Section VIII, Cost Information Submission. All costs must be proposed in the
format shown in Section VIII.

The pricing must be proposed in such a way thatetreduation team can
calculate pricing for security/risk assessment ises/regardless of the size
and complexity of the customer’s network.

Vendors may propose pricing for assessing applioatiulnerabilities. Al
costs must be proposed in Section VIII.

Additional Requirements

11.1 ITS acknowledges that the specifications withirs tRFFP are not exhaustive.
Rather, they reflect the known requirements thatstmioe met by the
responding Vendors. Vendors must specify, in 8ac¥lll, any additional
costs/services that may be needed and are proposeder to provide a
complete proposal.

11.2 There is no guarantee of volume through the lifehtef contract.

11.3 The Vendor must provide an estimated number ofstmcomplete the tasks
listed below. Vendors must provide costs in Sechbh as not-to-exceed
fixed-price, regardless of the estimated hoursegoresi below.

NUMBER DESCRIPTION ESTIMATED

OF NUMBER OF

DEVICES HOURS

Computer Systems

1 Windows External Vulnerability Scan

1 Solaris/Unix/Linux External Vulnerability Scan

1 Mainframe Vulnerability Scan

1 Windows Internal Vulnerability Scan
Examples: Internal Vulnerability Assessment|
Scan, OS Security Configuration Settings
Review, etc...

1 Solaris/Unix/Linux Internal Vulnerability Scan

1 Mainframe Internal Vulnerability Scan
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NUMBER DESCRIPTION ESTIMATED
OF NUMBER OF
DEVICES HOURS

1 Workstation Internal Vulnerability Scan

Other Computer Systems (describe)

Network Systems

1 Firewall Vulnerability Scan
1 Firewall Analysis
1 External Router Analysis
1 Internal Router Analysis
1 Switch Analysis
1 Wireless Access Point Analysis
1 VPN Assessment

Other Network Systems (describe)

Remote Access Testing

1 Remote Access Server Assessment

Other Remote Testing (describe)

Security Services

1 Penetration Services
1 Security Consulting Services
1 Security Policy Review

Other Security Services (describe)

12.  Scoring Methodology

12.1

12.1.3

12.1.1 Cost

12.1.2  Technical requirements

40
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12.1.4 Value-Add

Each category included in the scoring mechanismagsigned a weight
between one and 100. The sum of all categoriégrdhan Value-Add, will

equal 100 possible points. Value-Add is definecbasluct(s) or service(s),
exclusive of the stated functional and technicguneements and provided to
the State at no additional charge, which, in thie gadgment of the State,
provide both benefit and value to the State sigaift enough to distinguish
the proposal and merit the award of additional {®0inA Value-Add rating

between 0 and 5 may be assigned based on the rassess the evaluation
team. These points will be added to the totalescor

Proposals scoring less than 80% of technical andérdor qualifications
requirements (exclusive of evaluation points fastand added value) may be
eliminated from further consideration.

The evaluation process will be used to establifibtaf Vendors to provide
services for use by state agencies and entitiée Skate reserves the right to
cap the list of awardees.

The evaluation process includes initial evaluation ITS as well as a
subsequent evaluation by each customer based owrutemer’'s specific
needs.

Agreement

13.1

13.2

13.3

A signed Purchase Agreement is a requirement siRRiP.

13.1.1  The Vendor mushot type in or otherwise alter or re-key Exhibit
D, Purchase Agreement.

13.1.2 An original signature is required on Exhibit [Rurchase
Agreement.

13.1.3 Due to the need for uniformity among Vendors, advaroposal
for this RFP _mustinclude a Purchase Agreement wihO
EXCEPTIONS. Vendors unwilling to execute this Agreement
should not submit a response to this RFP.

Vendors must handwrite the information requiredtbe first page of the
Agreement (company name, state of incorporatiod,street address).

Vendors must make two (2) photocopies of thst page of the Purchase
Agreement and fill in your company name in the appiate blanks. Both
copies must be executed with original signatureshieyauthorized officer of
your company.
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Only the first page and the two executed copieghef last page of the
agreement should be returned in your RFP binder.

After the proposal openingTS will send each awarded Vendor a completed
Purchase Agreement executed B$.

The purchase order from any individual customet s8kve as a supplement

to this Agreement. Additional terms and conditiomay be negotiated
between the customer and Vendor at the time of aalaeeded.
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SECTION VI
COST INFORMATION SUBMISSION

Vendors must propose a summary of all applicabdgept costs in the matrix that follows. Any
cost not listed in this section may result in thendor providing those products or services at no
charge to the State or face disqualification. pheing proposed must be based on a per host or
a per device cost format. The pricing must be pgseg in such a way that we can calculate
pricing for security/risk assessment services idigas of the size and complexity of the
network. The cost associated with reviewing emgsfpolicies and providing recommendations
based on that review must be priced separatelyhelfpricing is not proposed on a per host or a
per device cost format, Vendor will be disqualifiedrhe cost proposal should include, at
minimum, the following components. For each litem proposed Vendor must describe in
detail the services relatedAll assumptions, including travel related assumptias, must be
documented fully in an attached spreadsheet.

NUMBER DESCRIPTION PRICE
OF
DEVICES
Computer Systems

1 Windows External Vulnerability Scan
1 Solaris/Unix/Linux External Vulnerability Scan
1 Mainframe Vulnerability Scan
1 Windows Internal Vulnerability Scan

Examples: Internal Vulnerability Assessment S€28,

Security Configuration Settings Review, etc...
1 Solaris/Unix/Linux Internal Vulnerability Scan
1 Mainframe Internal Vulnerability Scan
1 Workstation Internal Vulnerability Scan

Other Computer Systems (describe)

Network Systems

1 Firewall Vulnerability Scan
1 Firewall Analysis
1 External Router Analysis
1 Internal Router Analysis
1 Switch Analysis
1 Wireless Access Point Analysis
1 VPN Assessment

Other Network Systems (describe)

Remote Access Testing

1 | Remote Access Server Assessment
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Other Remote Testing (describe)

Security Services

H

Penetration Services

'_\

Security Consulting Services

1 Security Policy Review

Other Security Services (describe)

Other Services

Travel (Vendors may propose charges for travaleirtime,
lodging, per diem, etc. The State will not be espble for
any travel charges for engagements within 50 naifesny of
the Vendor’s offices. All other expenses will keesbd on the
Mississippi Department of Finance and Administnaito
travel policies.)

Other (describe)

Change Order Rate (per hour)

Pricing Escalation Rate (% per year)
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SECTION IX
REFERENCES

Please return the following Reference Forms, aagpiicable, Subcontractor Reference Forms.

1. References

11

The Vendor must provide at least five (5) refersncensisting of Vendor
accounts that the State may contact. Requirednr#tion includes name,
address, telephone number, and length of time twumt has been a
reference. Forms for providing reference inforimatire included on the next
page. The Vendor must make arrangements in adwvaitbethe account

references so that they may be contacted at thedPrieam's convenience
without further clearance or Vendor intercessioRailure to provide this

information in the manner described may subject\feador’s proposal to

being rated unfavorably relative to these critenadisqualified altogether at
the State’s sole discretion.

1.2 References should be based on the following psoféded be able to
substantiate the following information from both magement and technical
viewpoints:

1.2.1 The reference must be similar in function and siee the
agencyl/institution for which this RFP is issued,;

1.2.2 The reference product/service must be configuredilaly or
identically to this RFP; and

1.2.3 The reference must have been in business for gtttiwa (2) years.

1.2.4 Additional reference requirements:
1.2.4.1There are no additional reference requirements tlics

RFP.
2. Subcontractors

The Vendor’s proposal must identify any subcontratiiat will be used and include the
name of the company, telephone number, contacbpetgpe of work subcontractor will
perform, number of certified employees to perfoaidsvork, and five (5) references for
whom the subcontractor has performed work thatStete may contact. Forms for
providing subcontractor information and referenege included at the end of this
section. The Vendor must note that the same requirementsdfon the References
section apply to subcontractors.
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REFERENCE FORM

Complete five (5) Reference Forms.

Contact Name:
Company Name:
Address:

Phone #:

E-Mail:

Project Start Date:
Project End Date:

Description of product/services/project, includstgrt and end dates:

RFP No.: 3606
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Project No.: 38241
Revised: 9/15/2009
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SUBCONTRACTOR REFERENCE FORM
Complete a separate form for each subcontractor prmosed.

Contact Name:
Company name:
Address:

Phone #:
E-Mail:

Scope of services/products to be provided by subacior:

RFP No.: 3606

Section | X: References
Project No.: 38241
Revised: 9/15/2009

Complete five (5) Reference Forms for each Subcomtctor.

Contact Name:
Company name:
Address:

Phone #:

E-Mail:

Description of product/services/project, includstgrt and end dates:
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EXHIBIT A
CONFIDENTIALITY AGREEMENT

This Confidentiality Agreement (hereinafter refeirt® as “Agreement”) is entered into by and
between INSERT NAME OF VENDOR a INSERT STATE OF IBRPORATION corporation
(hereinafter referred to as “Contractor”) havingadfice at INSERT STREET ADDRESS FOR
VENDOR, and {INSERT NAME OF CUSTOMER AGENCY}, hawnits principal place of
business at {INSERT STREET ADDRESS FOR CUSTOMER AGE} (hereinafter referred
to as “Customer Agency”). Contractor and the Custolyigency are collectively referred to
herein as “the Parties”.

WHEREAS, confidential information (hereinafter referred tos &‘Information” and
“Confidential Information”) may be used for evalunaf transactions between the Parties; and

WHEREAS, the Parties desire to protect any such confidemif@irmation, and each of us
agrees that the following terms apply when one o{Discloser) discloses Information to the
other (Recipient);

NOW THEREFORE, in consideration of the mutual understandingsmises and agreements
set forth, the parties hereto agree as follows:

ARTICLE 1 DISCLOSURE OF INFORMATION
Information will be disclosed either:

1) in writing;

2) by delivery of items;

3) by initiation of access to Information, such as rbayin a data base; or
4) by oral or visual presentation.

Information should be marked with a restrictiveded of the Discloser. Excluding Information
obtained via electronic access, if Information @& marked with such legend or is disclosed
orally, the Information will be identified as codéntial at the time of disclosure.

ARTICLE 2 USES AND OWNERSHIP OF CONFIDENTIAL INFORM ATION

Confidential Information will be used for evaluaitransactions between the Parties and/or their
employees. Until the Parties have completed allhstransactions pursuant to definitive
agreements, or unless one of the Parties obtaioswritten authorization from the other, such
Confidential Information will be kept strictly cadential by the Parties and their respective
employees. Duplication, distribution or disclosuws& any Confidential Information to any
persons other than the Parties’ employees whorégetively and directly participating in the
evaluation of the transaction or (b) those who mtise need to know such information for the
purpose of evaluating each transaction, and wheeaigr keep such information confidential and
be bound by this Agreement as if they were siginegas strictly prohibited. Before disclosure to
any of the above mentioned employees, the Recipidhhave a written agreement with the
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party sufficient to require that party to treatdmhation in accordance with this Agreement. Both
Parties agree to the determination of the othemrdkgg the classification of Confidential
Information and to take appropriate steps to saf|jit from disclosure.Each of the Parties is
liable for any breach by it or its employe&%odification, alteration, breakdown, disassembly or
reverse engineering of any Confidential Informatismprohibited without priowritten consent.
Confidential Information is the property of the ginal disseminator. Derivatives and
improvements are property of the disseminator ef@onfidential Information from which the
derivative improvement arises.

ARTICLE 3 CONFIDENTIALITY PERIOD

The Parties understand and agree that their oldigatunder this Confidentiality Agreement
shall continue in effect in perpetuity or until futme as the Information becomes general
public knowledge through no fault of their own.

ARTICLE 4 EXCEPTIONS TO CONFIDENTIAL INFORMATION

Confidential Information does not include infornuatithat is: (a) already in the Recipient’s
possession without obligation of confidentialitys) (developed independently, or (c) publicly
available when received, or subsequently becométichu available through no fault of the
Recipient.

ARTICLE 5 REQUEST FOR DISCLOSURE OF INFORMATION

If either of the Parties is requested or requideg ¢ral questions, interrogatories, requests for
information or documents, subpoena, civil investiga demand, other process, or an order
issued by a court or by a local, state or fedezgllatory or administrative body) to disclose
Confidential Information, each agrees to immedyateitify the other of the existence, terms and
circumstances surrounding such request or ordesutbwith the other on the advisability of the
owner of the Confidential Information taking steépgesist or narrow such request or order, and
refrain from opposing any action by the owner aé fBonfidential Information to obtain an
appropriate protective order or other reliable emscte that confidential treatment will be
accorded the Confidential Information.

ARTICLE 6 RETURN/DESTRUCTION OF CONFIDENTIAL INFORM ATION

If either party determines that it does not wistptoceed with any transaction, that party will
promptly advise the other. If all transactionsteomplated by the Parties are not consummated,
or at any time and upon request, the Parties woimptly deliver to each other all of the
Confidential Information in any form whatsoever adgstroy all copies, reproductions,
summaries, analyses or extracts thereof basedothndre the Parties’ possession or in the
possession of any of their employees. Upon theea®lg such destruction will be certified in
writing under penalty of perjury by an authorizethpdoyee who supervised the destruction
thereof. Notwithstanding the return or destructadrthe Confidential Information, the Parties
and their employees shall continue to be bounchbyobligations hereunder. The Parties agree
to limit and control the copies, extracts or reprcttbns made of the Confidential Information
and to keep a record of the Confidential Informatiornished to them and the location of such
Confidential Information. The Parties will also imain a list to whom Confidential Information
has been disclosed and shall deliver to the otlygon written request, a copy of such list,
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specifying the Confidential Information disclosed grovided and the date on which such
Confidential Information was first disclosed.

ARTICLE 7 GOVERNING LAW

This Agreement shall be construed and governecaordance with the laws of the State of
Mississippi and venue for the resolution of anypdie shall be Jackson, Hinds County,
Mississippi.

For the faithful performance of the terms of thigrdement, the parties hereto have caused this
Agreement to be executed by their undersigned aattbrepresentatives.

{TYPE NAME OF CUSTOMER AGENCY} INSERT NAME OF CONTRCTOR
By: By:

Authorized Signature Authorized Signature

Printed Name: Printed Name

Title: Title:

Date: Date:
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EXHIBIT B
CERTIFICATION OF DESTRUCTION

Letter of Certification of Destruction
of Security Related Reports

Vendors must certify that the required securityorépand information gathered by their
company during the process of providing securigi End assessment services has been
delivered in both hard copy and electronic fornthi® customer. The Vendor must certify that
within 30 days of the delivery of said reports amdrmation, all subsequent copies, both hard
copies and electronic copies have been propergdsied, otherwise destroyed, or deleted.

| hereby certify that the reports and informati@thgered by our company in the execution of our
responsibilities under contract no. ehlmeen properly shredded, otherwise
destroyed, or deleted in accordance with the requents stated above.

Company Name:

Company Representative (Print Name):

Company Signature:

Date Submitted :
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EXHIBIT C
SAMPLE STATEMENT OF WORK

Submitted by:
[Insert Vendor's Name]

SECURITY ASSESSMENT SERVICES

Upon decision of a Customer to engage the Contrémtgerformance of a network security
assessment, the contractors must conduct the angagéllowing steps one (1) through three
(3) in this document.

1. Objective

1.1. Clearly state all of the objectives of this project
1.2. Provide security assessment services for the wieke, éocal area and other
network-based systems used by [Insert Name of Gwesi{o
1.3. Provide services to investigate, identify, measun@ prioritize the potential risks
that exist on the computer and network facilitiesthese entities.
1.4. Provide recommendations to the Customer that Waathem to understand
their exposure and take precise measures to natigat
1.5. Provide the Mississippi Department of Informaticgciinology Services (ITS)
with executive level information that may be usednonitor the progress of the
security assessment effort and formulate a glaksdssment of the overall profile
of government networks.
2. Requirements
2.1. Scope. (Identify the Phases of the Project)
2.1.1. Contractor must perform security assessment seruncklll compliance
with the contract, RFP No. 3606, and their proposal
2.1.2. Contractor must create a thorough security assedgeort detailing
findings and recommendations.
2.1.3. Contractor must create an executive summary reépatisummarizes the
information gathered.
2.2. Project Tasks and Timeline
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2.2.1. Contractor must fully detail the key tasks, delatdes, contractor
responsibilities, county responsibilities, and stthe.

2.2.2. Contractor must provide the Customer and ITS wWithgecurity
assessment report and remediation report.

2.2.3. Contractor must provide the Customer and the Miggi Department of
Information Technology Services the executive sungmeport for review
and approval.
3. Project Not-to-Exceed Quote

Contractors on the ITS approved list of RFP No.&6st follow the guidelines below
in formulating their project engagement pricing tpso

3.1. Project Duration: ?? Weeks or ?? Months

3.2. Project Not-to-Exceed Quote (Project Quote mudtiaosed)
(Contractor must work with each Customer interesteatquiring their security assessment
services in preparing an initial not-to-exceed qubased on the prices proposed and detailed in

the Exhibit A of the Master Security and Risk Assaent Services Agreement, prior to
performing any services. Expenses must be inclyided
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EXHIBIT D
STANDARD CONTRACT

A properly executed contract is a requirement & RFP. Due to the need for uniformity

among Vendors, all awarded Vendors must be willingxecute the Purchase Agreement with
no exceptions.

Please refer to Section VITechnical Specifications, for additional information on the execution
of this contract.
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MASTER SECURITY AND RISK ASSESSMENT SERVICES AGREEMENT
BETWEEN

AND
MISSISSIPPI DEPARTMENT OF INFORMATION TECHNOLOGY S ERVICES
AS CONTRACTING AGENT FOR THE
AGENCIES AND INSTITUTIONS OF THE STATE OF MISSISSI PPI

This Master Security and Risk Assessment Servicgeedment (hereinafter referred to as

“Master Agreement”) is entered into by and between
(compang)rea (state
of incorporation) corporation having its principal offices at

street( address for Contractor)
(hereinafter referred to as “Contractor”’) and thasswsippi Department of Information
Technology Services, having its principal placebasiness at 301 North Lamar Street, Suite
508, Jackson, Mississippi 39201 (hereinafter refeto as “ITS”), as contracting agent for the
governmental agencies and educational institutiohghe State of Mississippi (hereinafter
referred to as “Customer”). ITS and Customer amaetones collectively referred to herein as
“State.”

WHEREAS, ITS, pursuant to Request for Proposals (“RFP”) HanB8606 requested proposals
for the acquisition of a master contract containiing terms and conditions which will govern
any orders placed by Customer during the term isf Master Agreement for security and risk
assessment services for wide area, local areagtard network based systems used by Customer
(“Services”); and

WHEREAS, the Contractor was one of the successful respdsdenan open, fair and
competitive procurement process to provide the abogntioned Services;

NOW THEREFORE, in consideration of the mutual understandingspises, consideration
and agreements set forth, the parties hereto agréslows:

ARTICLE 1 TERM OF AGREEMENT

Unless terminated as prescribed elsewhere hehésnyiaster Agreement will become effective
on the date it is signed by all parties (the “Hifee Date”) and will continue in effect for two (2)
years thereafter, or until all warranties providgdContractor to Customer have expired,
whichever occurs last. At the end of the initiahtgthe Master Agreement may, upon the
written agreement of ITS and Contractor, be renefeedn additional term, the length of which
will be agreed upon by the parties. Contractor mallify ITS sixty (60) days in advance prior to
the expiration of the initial or any renewal terndd TS shall have thirty (30) days in which to
notify Contractor of its intention to either renewcancel this Master Agreement.
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ARTICLE 2 DEFINITIONS

The following terms as used herein shall have dllewing meanings:

2.1 “Customer” means, in each instance, the governmental agedcyational institution
or other governing authority of the state of Misgpi who engages Contractor to perform the
security and risk assessment Services pursuartisoMaster Agreement, and who shall be
bound by the terms and conditions of this Mastere@&ment.

2.2 “Purchase Order” means the document pursuant to which, among athiegs,
Customer orders the Services from Contractor.

2.3  “Services” means the security and risk assessment servieesfisd in RFP No. 3606
and Contractor’s Proposal, as accepted by ITSespanse thereto, as well as the Statement of
Work for each individual project.

2.4  “Statement of Work” means the document prepared by the Contractos@nalitted to
the Customer that includes but is not limited toe tbjectives, requirements, deliverables,
timetable for the project, and costs for the palécproject.

ARTICLE 3 MODIFICATION OR RENEGOTIATION

This Master Agreement may be modified only by wntigreement signed by the parties hereto,
and any attempt at oral modification shall be vaid of no effect. The parties agree to
renegotiate the Master Agreement in the event federal and/or state revisions of any
applicable laws or regulations make changes inMlaister Agreement necessary.

ARTICLE 4 INCLUDED PARTIES AND PRICING

Contractor will accept orders from and furnish ®ervices under this Master Agreement to
Customers based on Contractor’s pricing submitteitsi proposal in response to RFP No. 3606
and attached hereto as Exhibit A and distributeth&éovarious Customers. At the end of the
initial term of this Master Agreement, ITS and GQastor may mutually agree in writing to
modify, amend or replace the pricing specified xhibit A.

ARTICLE S5 ORDERS
5.1 The State does not guarantee that it will purctzasecertain amount under this Master
Agreement.

5.2  When a Customer decides to procure any Servioes €ontractor, the Customer, after
following applicable state procurement rules angulations, may issue a Purchase Order to
Contractor. The Purchase Order shall referenceMaister Agreement and shall set forth the
Services to be procured; the prices for same; theciic details of the transaction, the
Customer’s designated contact, and any additi@mais and conditions that apply to the specific
Purchase Order as agreed to in writing by the gmrtAny additional terms and conditions
contained in any Purchase Order shall apply sdtelhe Services being procured therein. All
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Purchase Orders and Contractor’'s Statement of V@or&ther terms and conditions shall be
governed by, and incorporate by reference, theseanma conditions of this Master Agreement.
Contractor will provide Customer with a Statemeintrk as specified in RFP No. 3606. Such
Statement of Work shall become effective when sigme both parties. Excluding better pricing
and/or discounts which may be specified in a Pugel@rder or Statement of Work, in the event
of a conflict between the other terms and conditiona Purchase Order or Statement of Work
and this Master Agreement, the terms and condiwdrisis Master Agreement shall prevail. The
parties agree that the Customer has the rightjtstathe quantities of purchases based upon the
availability of funding or as determined necessaryhe Customer.

5.3 Contractor guarantees the pricing stated in thecl&d Exhibit A for the initial two (2)
year term of this Master Agreement. In the evenmt@ator announces or implements a national
price decrease for the Services bid during tha¢ ti@ontractor agrees to extend the new, lower
pricing to Customer.

ARTICLE 6 METHOD AND TIME OF PAYMENT

6.1 As consideration for the performance of any Pweh®rder, Customer shall pay
Contractor at prices not to exceed the pricing ifipelcin the attached Exhibit A for the actual
Services rendered as specified in the applicaldee®ent of Work. The parties understand and
agree that the travel expenses for travel exceelifiyg(50) miles from any Contractor office
shall not exceed the daily amount allowed by thesdidsippi Department of Finance and
Administration. Further, all travel and travel erpes must be pre-approved by the Customer.
Contractor shall keep daily records of the actuainber of hours worked and of the tasks
performed and shall immediately supply such rectmd3ustomer upon request.

6.2 Contractor shall submit invoices and supporting uteentation electronically to
Customer monthly for any month in which Servicee aendered, using the processes and
procedures identified by the State. Contractor|stetify that the billing is true and correct.
Customer agrees to pay Contractor in accordand¢eMigsissippi law on “Timely Payments for
Purchases by Public Bodies,” Sections 31-7-301,seaxf. of the 1972 Mississippi Code
Annotated, as amended, which generally providespfyment of undisputed amounts by the
State within forty-five (45) days of receipt of threvoice. All payments shall be in United States
currency. Contractor understands and agrees trsib@er is exempt from the payment of taxes.
Payments by state agencies using the Statewidamatéal Accounting System (“SAAS”) shall
be made and remittance information provided eleatedly as directed by the State. These
payments by SAAS agencies shall be deposited liretdank account of the Contractor’s choice.
No payment, including final payment, shall be camsti as acceptance of incomplete work, and
Contractor shall remain responsible and liablefdiirperformance in strict compliance with the
contract documents specified in the Article hetéiad “Entire Agreement.”

6.3 If payment of undisputed amounts is not made totaator within forty-five (45) days
of Customer’s receipt of the invoice, Customer Ishalliable to Contractor for interest at a rate
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of one and one-half percent (1 %2%) per month (@hdesser rate as may be the maximum
permissible rate under the law) on the unpaid lw&ldrom the expiration of such forty-five (45)
day period until such time as payment is made. prosision for late payments shall apply only
to undisputed amounts for which payment has betrodned.

6.4  Acceptance by Contractor of the last payment floenCustomer under a Purchase Order
shall operate as a release of all claims agaiesSthte by Contractor and any subcontractors or
other persons supplying labor or materials usetlerperformance of any work under a Purchase
Order.

ARTICLE 7 SCOPE OF SERVICES

Contractor agrees to provide, at the pricing spetiin the attached Exhibit A, the security and
risk assessment Services as specified in RFP Ni& 86d Contractor’s Proposal, as accepted by
ITS, in response thereto, which are both incorgat&ierein by reference.

ARTICLE 8 WARRANTIES

8.1  Contractor represents and warrants that the SEryoovided by Contractor to Customer
shall meet or exceed the minimum specificationsfaeh in RFP No. 3606 and Contractor’s
Proposal in response thereto.

8.2  Contractor represents and warrants that its Sexvstall be performed by competent
personnel and shall be of professional quality sbest with generally accepted industry
standards for the performance of such Services sfral comply in all respects with the
requirements of this Master Agreement. For anydired this warranty, the Contractor shall, for
a period of ninety (90) days from performance & 8ervices, perform the Services again, at no
cost to Customer, or if Contractor is unable tofqren the Services as warranted, Contractor
shall reimburse Customer the fees paid to Contrdotdhe unsatisfactory Services.

8.3  Contractor represents and warrants that it wiluemsts compliance with the Mississippi
Employment Protection Act, Section 71-11-1, et sefj.the Mississippi Code Annotated
(Supp2008), and will register and participate i@ $tatus verification system for all newly hired
employees. The term “employee” as used herein ma&aynperson that is hired to perform work
within the State of Mississippi. As used hereirtatigs verification system” means the lllegal
Immigration Reform and Immigration Responsibilitgtfof 1996 that is operated by the United
States Department of Homeland Security, also knawrthe E-Verify Program, or any other
successor electronic verification system repladhng E-Verify Program. Contractor agrees to
maintain records of such compliance and, upon qofethe State, to provide a copy of each
such verification to the State. Contractor furtheggresents and warrants that any person assigned
to perform Services hereunder meets the employsiggibility requirements of all immigration
laws of the State of Mississippi. Contractor untierds and agrees that any breach of these
warranties may subject Contractor to the followifa) termination of the Purchase Order and
this Master Agreement and ineligibility for any tetar public contract in Mississippi for up to
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three (3) years, with notice of such cancellatemiination being made public, or (b) the loss of
any license, permit, certification or other documgmanted to Contractor by an agency,
department or governmental entity for the righdtmbusiness in Mississippi for up to one (1)
year, or (c) both. In the event of such termindtancellation, Contractor would also be liable
for any additional costs incurred by the State ttueontract cancellation or loss of license or
permit.

8.4  Contractor represents and warrants that no offmiadmployee of Customer or of ITS,
and no other public official of the State of Missppi who exercises any functions or
responsibilities in the review or approval of thedartaking or carrying out of the project shall,
prior to the completion of said project, voluntarihcquire any personal interest, direct or
indirect, in the Purchase Order or this Master &grent. The Contractor warrants that it has
removed any material conflict of interest priorthe@ signing of this Master Agreement, and that
it shall not acquire any interest, direct or indirevhich would conflict in any manner or degree
with the performance of its responsibilities untles Master Agreement. The Contractor also
warrants that in the performance of this Mastere&gnent no person having any such known
interests shall be employed.

8.5 The Contractor represents and warrants that ndeelear appointed officer or other
employee of the State of Mississippi, hor any mandfeor delegate to Congress has or shall
benefit financially or materially from this Mast&greement. No individual employed by the
State of Mississippi shall be admitted to any shar@art of the Master Agreement or to any
benefit that may arise therefrom. The State ofsM&ppi may, by written notice to the
Contractor, terminate the right of the Contractoptoceed under this Master Agreement if it is
found, after notice and hearing by the ITS Exeaiirector or his/her designee, that gratuities
in the form of entertainment, gifts, jobs, or othiese were offered or given by the Contractor to
any officer or employee of the State of Mississippih a view toward securing this Master
Agreement or securing favorable treatment with eesgo the award, or amending or making of
any determinations with respect to the performihguzh contract, provided that the existence of
the facts upon which the ITS Executive Director smkuch findings shall be in issue and may
be reviewed in any competent court. In the evesthMaster Agreement is terminated under this
article, the State of Mississippi shall be entitled pursue the same remedies against the
Contractor as it would pursue in the event of ablneof contract by the Contractor, including
punitive damages, in addition to any other damagewhich it may be entitled at law or in
equity.

ARTICLE9 EMPLOYMENT STATUS

9.1 Contractor shall, during the entire term of thiadter Agreement, be construed to be an
independent contractor. Nothing in this Master Agnent is intended to nor shall it be construed
to create an employer-employee relationship, pestig, agency, or joint venture relationship.

9.2  Contractor represents that it has, or will seciireeeded, at its own expense, applicable
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personnel who shall be qualified to perform theuresl duties identified in a Purchase Order.
Such personnel shall not be deemed in any way ttirer indirectly, expressly or by
implication, to be employees of Customer. Contnast@ll pay when due, all salaries and wages
of its employees and it accepts exclusive respditgibor the payment of federal income tax,
state income tax, social security, unemploymentpmmeation and any other withholdings that
may be required. Neither Contractor nor employdeSamtractor are entitled to state retirement
or leave benefits.

9.3 Any person assigned by Contractor to perform taesises hereunder shall be the
employee of Contractor, who shall have the solétrig hire and discharge its employee.
Customer may, however, direct Contractor to repkate of its employees performing services
under this Master Agreement.

ARTICLE 10 BEHAVIOR OF EMPLOYEES/SUBCONTRACTORS

Contractor will be responsible for the behaviorbfits employees and subcontractors while on
the premises of any Customer location. Any Contraemployee or subcontractor acting in a
manner determined by the administration of thaation to be detrimental, abusive or offensive
to any of Customer’s staff and/or student body| bél asked to leave the premises and may be
suspended from further work on the premises. Alt@xctor employees and subcontractors who
will be working at such locations to provide Seescshall be covered by Contractor’s
comprehensive general liability insurance policy.

ARTICLE 11 AUTHORITY, ASSIGNMENT AND SUBCONTRACTS

11.1 In matters of proposals, negotiations, contraatd, r@solution of issues and/or disputes,
the parties agree that Contractor represents alractors, third parties, and/or subcontractors
Contractor has assembled for any given Customgegirdrhe Customer is required to negotiate
only with Contractor, as Contractor's commitments lainding on all proposed contractors, third
parties, and subcontractors.

11.2 Neither Customer nor Contractor may assign orrotise transfer the Purchase Order
and this Master Agreement or its obligations hedeurwithout the prior written consent of the

other party, which consent shall not be unreasgnaiithheld. Any attempted assignment or

transfer of its obligations without such conserdlishe null and void. The Purchase Order and
this Master Agreement shall be binding upon th¢igsirespective successors and assigns.

11.3 Contractor must obtain the written approval of ©Goser before subcontracting any
portion of the Purchase Order and this Master Agesd. No such approval by Customer of any
subcontract shall be deemed in any way to provatettie incurrence of any obligation of
Customer in addition to the total fixed price agregon in the Purchase Order. All subcontracts
shall incorporate the terms of the applicable PaselOrder and this Master Agreement and shall
be subject to the terms and conditions of samet@rmehy conditions of approval that Customer
may deem necessary.
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11.4 Contractor represents and warrants that any stfambragreement Contractor enters into
shall contain a provision advising the subcontnatitat the subcontractor shall have no lien and
no legal right to assert control over any fundsih®t the Customer, and that the subcontractor
acknowledges that no privity of contract existswmetn the Customer and the subcontractor and
that Contractor is solely liable for any and alypents which may be due to the subcontractor
pursuant to its subcontract agreement with Cordgrac@ontractor shall indemnify and hold
harmless the State from and against any and alnglademands, liabilities, suits, actions,
damages, losses, costs and expenses of every ikihdadure whatsoever arising as a result of
Contractor’'s failure to pay any and all amounts diye Contractor to any subcontractor,
materialman, laborer or the like.

11.5 All subcontractors shall be bound by any negotratarbitration, appeal, adjudication or
settlement of any dispute between Contractor aadilistomer, where such dispute affects the
subcontract.

ARTICLE 12 AVAILABILITY OF FUNDS

It is expressly understood and agreed that thegaldtin of Customer to proceed under this
Master Agreement and the Purchase Order is condiepon the appropriation of funds by the
Mississippi State Legislature and the receipt afestand/or federal funds for the performances
required under this Master Agreement. If the fuadscipated for the fulfillment of this Master
Agreement and the Purchase Order are, at any tiotforthcoming, or are insufficient, either
through the failure of the federal government tovje funds or of the State of Mississippi to
appropriate funds, or if there is a discontinuancematerial alteration of the program under
which funds were available to Customer for the pamts or performance due under this Master
Agreement, Customer shall have the right to immediaerminate the Purchase Order and this
Master Agreement as to itself only, without damamnalty, cost or expense to Customer of any
kind whatsoever. The effective date of terminatghmall be as specified in the notice of
termination. Customer shall have the sole righdd¢termine whether funds are available for the
payments or performances due under the Purchaser @mdl this Master Agreement. In the
event of termination due to unavailability of fund3ontractor shall be entitled to receive just
and equitable compensation for satisfactory wonkgleted by Contractor in connection with
this Master Agreement and accepted by Customer twithe date of receipt of notification of
termination.

ARTICLE 13 TERMINATION
13.1 Termination Upon Mutual Agreement A Purchase Order may be terminated in
whole or in part upon the mutual written agreenwr@ontractor and the Customer.

13.2 _Termination Due To Bankruptcy Should Contractor become the subject of

bankruptcy or receivership proceedings, whethemumnaky or involuntary, or execute an

assignment for the benefit of its creditors, thestGmer may, upon the giving of thirty (30) days
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prior written notice, terminate a Purchase Orded &hnis Master Agreement without the
assessment of penalties, solely as between thaspdities.

13.3 _Termination Other Than For Cause A Customer may terminate a Purchase Order
and this Master Agreement as to itself only, in lghor in part and without the assessment of
penalties, for any reason by giving thirty (30)eralar days written notice specifying the
effective date thereof to Contractor.

13.4 Termination For Cause If either party fails to comply with the terms aomhditions

of the Purchase Order or this Master Agreementthatibreach continues for thirty (30) days

after the defaulting party receives written noticem the other party, then the non-defaulting

party has the right to terminate the Purchase Caddrthis Master Agreement solely as between
those two parties. The non-defaulting party magp alsrsue any remedy available to it in law or

in equity.

13.5 _Termination of Master Agreement ITS may terminate this Master Agreement
without the assessment of penalties for any reafen giving thirty (30) calendar days written
notice specifying the effective date thereof to t€actor but any Purchase Order entered into
prior to the termination date of this Master Agreemshall survive the termination of the Master
Agreement. The terms of this Master Agreement shiatvive its termination/expiration with
respect to any un-expired Purchase Orders.

13.6 Inthe event a Purchase Order is terminated, @otair shall receive just and equitable
compensation for Services completed by Contractdraacepted by Customer prior to the
termination. Such compensation shall be based apdrshall not exceed the amounts set forth
in the particular Purchase Order.

ARTICLE 14 GOVERNING LAW

This Master Agreement and each Purchase Orderlshalbnstrued and governed in accordance
with the laws of the State of Mississippi and veoiethe resolution of any dispute shall be
Jackson, Hinds County, MississippContractor expressly agrees that under no ciramss
shall Customer or ITS be obligated to pay an agtgsrfee, prejudgment interest or the cost of
legal action to Contractor. Further, nothing irstMaster Agreement shall affect any statutory
rights Contractor and Customer may have that cammetaived or limited by contract.

ARTICLE 15 WAIVER
Failure of either party hereto to insist upon stdompliance with any of the terms, covenants
and conditions hereof shall not be deemed a waivaelinquishment of any similar right or
power hereunder at any subsequent time or of ahgraqgprovision hereof, nor shall it be
construed to be a modification of the terms of Mister Agreement. A waiver by the State to
be effective, must be in writing, must set out $pecifics of what is being waived, and must be
signed by an authorized representative of the State
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ARTICLE 16 SEVERABILITY

If any term or provision of a Purchase Order os tiaster Agreement is prohibited by the laws
of the State of Mississippi or declared invalidvoid by a court of competent jurisdiction, the
remainder of the Purchase Order or this Master é&gent shall be valid and enforceable to the
fullest extent permitted by law provided that thes@mer’s purpose for entering into the
Purchase Order can be fully achieved by the remgiportions of the Purchase Order that have
not been severed.

ARTICLE 17 CAPTIONS
The captions or headings in this Master Agreemeatfar convenience only, and in no way
define, limit or describe the scope or intent of arovision or section of this Master Agreement.

ARTICLE 18 HOLD HARMLESS

To the fullest extent allowed by law, Contractoalsindemnify, defend, save and hold harmless,
protect and exonerate Customer, ITS and the Stat®&oard Members, officers, employees,
agents and representatives from and against anyalinclaims, demands, liabilities, suits,
actions, damages, losses, costs and expenses 9f lemd and nature whatsoever, including
without limitation, court costs, investigative feaad expenses, attorney fees and claims for
damages arising out of or caused by Contractoroartd/ partners, principals, agents, employees
or subcontractors in the performance of or failarperform the Purchase Order and this Master
Agreement.

ARTICLE 19 THIRD PARTY ACTION NOTIFICATION

Contractor shall notify Customer in writing withfive (5) business days of Contractor filing
bankruptcy, reorganization, liquidation or receslep proceedings or within five (5) business
days of its receipt of notification of any action suit being filed or any claim being made
against Contractor or Customer by any entity thay mesult in litigation related in any way to

the Purchase Order or this Master Agreement andiich may affect the Contractor’s

performance under the Purchase Order or this M@giegzement. Failure of the Contractor to
provide such written notice to Customer shall basttered a material breach of this Master
Agreement and the Customer may, at its sole diserepursue its rights as set forth in the
Termination Article herein and any other rights aachedies it may have at law or in equity.

ARTICLE 20 AUTHORITY TO CONTRACT
Contractor warrants that it is a validly organizmcsiness with valid authority to enter into this
Master Agreement; that entry into and performanudeu this Master Agreement is not restricted
or prohibited by any loan, security, financing, trantual or other agreement of any kind, and
notwithstanding any other provision of this Mastgreement to the contrary, that there are no
existing legal proceedings, or prospective legatpedings, either voluntary or otherwise, which
may adversely affect its ability to perform its ighitions under a Purchase Order and this Master
Agreement.
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ARTICLE 21 NOTICE

Any notice required or permitted to be given unithés Master Agreement shall be in writing and
personally delivered or sent by facsimile provididt the original of such notice is sent by
certified United States mail, postage prepaid,rreteceipt requested, or overnight courier with
signed receipt, to the party to whom the noticeukhde given at their usual business address.
ITS" address for notice is: Mr. David L. LitchliteExecutive Director, Mississippi Department
of Information Technology Services, 301 North Lansdreet, Suite 508, Jackson, Mississippi
39201. Contractor's and Customer’'s address forceotiill be set forth in the applicable
Purchase Order. Notice shall be deemed given wharally received or when refused. The
parties agree to promptly notify each other in mgtof any change of address or points of
contact.

ARTICLE 22 RECORD RETENTION AND ACCESS TO RECORDS

Contractor shall establish and maintain financitords, supporting documents, statistical
records and such other records as may be necdegafiect its performance of the provisions of
this Master Agreement and the Purchase Order. Tisto@er, ITS, any state or federal agency
authorized to audit Customer, and/or any of thaly dwthorized representatives, accountants or
attorneys, shall have unimpeded, prompt accedset@turchase Order, this Master Agreement,
and to any of Contractor’'s proposals, books, docus)gapers and/or records that are pertinent
to the Purchase Order and this Master Agreememiaice audits, copies, examinations, excerpts
and transcriptions at the State’s or Contractoffie® as applicable where such records are kept
during normal business hours. All records relatimghis Master Agreement and the Purchase
Order shall be retained by Contractor for threeyérs from the date of receipt of final payment
under this Master Agreement and the Purchase Orftevever, if any litigation or other legal
action, by or for the state or federal governmexst hegun that is not completed at the end of the
three (3) year period, or if an audit finding,ddtion or other legal action has not been resolved
at the end of the three (3) year period, the recehdll be retained until resolution.

ARTICLE 23 INSURANCE

Contractor represents that it will maintain workesmpensation insurance as prescribed by law
which shall inure to the benefit of Contractor'srqmnnel, as well as comprehensive general
liability and employee fidelity bond insurance. @actor will, upon request, furnish Customer
with a certificate of conformity providing the aésaid coverage.

ARTICLE 24 DISPUTES

24.1 Should disputes arise with respect to a PurchaskerCor this Master Agreement,
Contractor and Customer agree to act immediatelyetmlve such disputes. Time is of the
essence in the resolution of disputes. Contractpees that, the existence of a dispute
notwithstanding, it will continue without delay tarry out all of its responsibilities under the
Purchase Order and/or this Master Agreement. ShBafdractor fail to continue without delay
to perform its responsibilities under the Purch@sder and/or this Master Agreement in the
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accomplishment of all work, any additional costsuimed by Contractor or Customer as a result
of such failure to proceed shall be borne by Catdraand Contractor shall make no claim
against Customer for such costs.

24.2 If Contractor and Customer cannot resolve a disputtin ten (10) calendar days
following written notification by either party ohé existence of said dispute, then the following
procedure shall apply:

A. The parties agree to resolve such matters throupmission of their dispute to the
Executive Director of ITS, who shall reduce his/kdecision to writing and mail or otherwise
furnish a copy thereof to the parties within te@®)(talendar days after presentation of such
dispute for his/her decision.

B. Customer may withhold payments on disputed itemmdipg resolution of the dispute.
The withholding of such disputed payments shall pohstitute cause for termination or
suspension of the Purchase Order and/or this Masteement by Contractor.

C. The Executive Director’s decision shall not berafidetermination of the parties’ rights
and obligations under the terms of this Master Agrent. Such disagreeing party shall be
entitled to seek such other rights and remediesadl@ it may have at law or in equity.

ARTICLE 25 COMPLIANCE WITH LAWS

Contractor shall comply with, and all activitiesdem a Purchase Order and this Master
Agreement shall be subject to all Customer polic@ed procedures of which Contractor has
knowledge, and all applicable federal, state awdlltaws and regulations as now existing and
as may be amended or modified. Specifically, but hmited to, Contractor shall not
discriminate against any employee nor shall anytyphe subject to discrimination in the
performance of the Purchase Order and this Maggezéinent because of race, creed, color, sex,
age, national origin or disability.

ARTICLE 26 CONFLICT OF INTEREST

Contractor shall notify Customer of any potentianfiict of interest resulting from the
representation of or service to other clients.uiéls conflict cannot be resolved to Customer’s
satisfaction, Customer reserves the right to teammeinthe Purchase Order and this Master
Agreement as to itself only. It is understood bg farties that the Contractor cannot perform
security assessment services for customers iatgihs where the Customer and the Contractor
have a pre-existing network business relationship.

ARTICLE 27 SOVEREIGN IMMUNITY
By entering into this Master Agreement with Contoacthe State of Mississippi does in no way
waive its sovereign immunities or defenses as plexvby law.

ARTICLE 28 CONFIDENTIAL INFORMATION
28.1 Contractor shall treat all Customer data and inédrom to which it has access by its
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performance under the Purchase Order and this MAgteement as confidential and shall not
disclose such data or information to a third pavithout specific written consent of Customer.
In the event that Contractor receives notice thiira party requests divulgence of confidential
or otherwise protected information and/or has skrygon it a subpoena or other validly issued
administrative or judicial process ordering divuige of such information, Contractor shall
promptly inform Customer and thereafter responccamformity with such subpoena to the
extent mandated by state and/or federal laws, andsegulations. This Article shall survive the
termination or completion of the purchase ordethis Master Agreement and shall continue in
full force and effect and shall be binding upon @entractor and its agents, employees,
successors, assigns, subcontractors or any pamytdy claiming an interest in the purchase
order or this Master Agreement on behalf of, orarritie rights of the Contractor following any
termination or completion of the purchase ordethte Master Agreement.

28.2 With the exception of any attached exhibits whick &beled as “confidential”, the
parties understand and agree that the Purchaser @rak this Master Agreement do not
constitute confidential information, and may berogluced and distributed by the State without
notification to Contractor. ITS will provide thirgarty notice to Contractor of any requests
received by ITS for any such confidential exhilsitsas to allow Contractor the opportunity to
protect the information by court order as outlimedlTS Public Records Procedures.

28.3 Contractor understands and agrees that due to éhe nature of the Services to be

performed on Customer’s systems, any and all padppseports and documents created during
any project resulting from RFP No. 3606 shall bassified as confidential and shall not be
available for public disclosure.

ARTICLE 29 EFFECT OF SIGNATURE

Each person signing a Purchase Order or this M#gjerement represents that he or she has
read the Purchase Order and this Master Agreemat# entirety, understands its terms, is duly

authorized to execute the Purchase Order or thitdl@greement on behalf of the parties and

agrees to be bound by the terms contained heraioordingly, the Purchase Order and this

Master Agreement shall not be construed or intéeprén favor of or against the State or the

Contractor on the basis of draftsmanship or prejuer&ereof.

ARTICLE 30 STATE PROPERTY

Contractor shall be responsible for the proper amystof any Customer-owned property
furnished for Contractor's use in connection witlorkv performed pursuant to any Purchase
Order. Contractor shall reimburse the Customerafoy loss or damage, normal wear and tear
excepted.

ARTICLE 31 NEWS RELEASES
News releases pertaining to a Purchase Order ®Mhbster Agreement or the products, study,
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data, or project to which it relates will not be deawithout Customer’s prior written approval,
and then only in accordance with the explicit vertinstructions from Customer.

ARTICLE 32 SURVIVAL

Articles 8, 14, 18, 22, 27, 28, 33, 36, and alleothrticles which, by their express terms so
survive or which should so reasonably survive,lshalvive any termination or expiration of the
Purchase Order or this Master Agreement.

ARTICLE 33 OWNERSHIP OF DOCUMENTS AND WORK PRODUCTS

The Customer shall own all files, work papers, doentation, and/or other material, electronic
or otherwise, collected and created in connectigh work performed under a Purchase Order,
whether completed or in progress, except for: @)t€actor’s internal administrative and quality

assurance files and internal project correspondgb¢edocuments, objects or things owned by
Contractor and pre-existing the work performed urttie Purchase Order, and (c) documents,
objects or things in which Contractor has no rightransfer ownership. As to such documents,
objects and things, Contractor shall convey sughtror interest to the extent allowed by law.

Contractor shall deliver such documents and workepa to Customer upon termination or

completion of the Purchase Order.

ARTICLE 34 ENTIRE AGREEMENT

34.1 This Master Agreement constitutes the entire ages of the parties with respect to the
subject matter contained herein and supersedesrepidces any and all prior negotiations,
understandings and agreements, written or oralydest the parties relating hereto, including all
terms of any unsigned or “shrink-wrap” license ud#d in any package, media or electronic
version of Contractor-furnished software, or anyliclewrap” or “browse-wrap” license
presenting in connection with a purchase via theriet. The Purchase Order, RFP No. 3606,
and Contractor’s Proposal submitted in responsetb@re hereby incorporated into and made a
part of this Master Agreement as far as the indi@idCustomer is concerned.

34.2 The Master Agreement made by and between theepahnreto shall consist of, and
precedence is hereby established by the ordeedbtlowing:

This Master Agreement signed by Contractor and ITS;

Any Exhibits attached to this Master Agreement;

The Purchase Order signed by Customer and Contrastapplicable;
RFP No. 3606 and all written clarifications/addanand

Contractor’s Proposal, as accepted by ITS, inaesp to RFP No. 3606.

Mmooy

34.3 The intent of the above listed documents is tdunhe all items necessary for the proper

execution and completion of the services by Cotdrad he documents are complementary, and

what is required by one shall be binding as if rexpliby all. A higher order document shall

supersede a lower order document to the extenssaneto resolve any conflict or inconsistency
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arising under the various provisions thereof; pded, however, that in the event an issue is
addressed in one of the above mentioned documents mot addressed in another of such
documents, no conflict or inconsistency shall bended to occur by reason thereof. The
documents listed above are shown in descending ofdaiority, that is, the highest document

begins with the first listed document (“A. This MessAgreement”) and the lowest document is
listed last (“E. Contractor’'s Proposal”).

ARTICLE 35 DEBARMENT AND SUSPENSION CERTIFICATION

Contractor certifies that neither it nor its pripais: (a) are presently debarred, suspended,
proposed for debarment, declared ineligible or ntatily excluded from covered transactions by
any federal department or agency; (b) have, withihree (3) year period preceding this Master
Agreement, been convicted of or had a civil judgthrendered against them for commission of
fraud or a criminal offense in connection with obiiag, attempting to obtain or performing a
public (federal, state or local) transaction or tcact under a public transaction; violation of
federal or state anti-trust statutes or commissddbrembezzlement, theft, forgery, bribery,
falsification or destruction of records, makingstalstatements or receiving stolen property; (c)
are presently indicted of or otherwise criminaltycovilly charged by a governmental entity with
the commission of fraud or a criminal offense imection with obtaining, attempting to obtain
or performing a public (federal, state or locafjnsaction or contract under a public transaction;
violation of federal or state anti-trust statutescommission of embezzlement, theft, forgery,
bribery, falsification or destruction of recordsakmg false statements or receiving stolen
property, and (d) have, within a three (3) yeaiquepreceding this Master Agreement, had one
or more public transaction (federal, state or [ptaiminated for cause or default.

ARTICLE 36 NON-SOLICITATION OF EMPLOYEES

Contractor agrees not to employ or to solicit fonptboyment, directly or indirectly, any of
Customer’s employees until at least one (1) yetar éie expiration/termination of the Purchase
Order unless mutually agreed to the contrary irtimgiby the Customer and Contractor and
provided that such an agreement between theserttitees is not a violation of the laws of the
State of Mississippi or the federal government.

ARTICLE 37 NETWORK SECURITY

Contractor and Customer understand and agreehth&@tate of Mississippi’'s Enterprise Security
Policy mandates that all remote access to anddon the State network must be accomplished
via a Virtual Private Network (VPN). If remote &ss is required at any time during the life of
this Master Agreement, Contractor and Customereateamplement/maintain a VPN for this
connectivity. This required VPN must be IPSec-tdp4ESP tunnel mode) and will terminate
on a Cisco VPN-capable device ( i.e. VPN conceotraPlIX firewall, etc.) on the State’s
premises. Contractor agrees that it must, at xfgem®se, implement/maintain a compatible
hardware/software solution to terminate the spedit¥PN on Contractor’'s premises. The parties
further understand and agree that the State prosieadard and architecture are based on
industry-standard security protocols and manufactangaged at the time of contract execution.
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The State reserves the right to introduce a newopob and architecture standard and require
Contractor to comply with same, in the event théustry introduces a more secure, robust
protocol to replace IPSec/ESP and/or there is agdhan the manufacturer engaged.

ARTICLE 38 PERSONNEL ASSIGNMENT GUARANTEE

Contractor guarantees that the personnel idedtifiethe Contractor’'s proposal will remain
available to and participate in the security/riskessment project throughout the duration of this
Master Agreement as long as the personnel are gagploy the Contractor and are not replaced
by Contractor pursuant to the third paragraph efAlnticle herein titled “Employment Status.”
Contractor further agrees that the assigned peesavith function in the capacity for which their
services were acquired throughout the life of thiaster Agreement, and any failure by
Contractor to so provide these persons shall entitt Customer to terminate this Master
Agreement for cause. Contractor agrees to pay to@er fifty percent (50%) of the total
contract amount if any of the assigned personnenwved from the pool of personnel available
to the security/risk assessment project prior ® eéhding date of the Master Agreement for
reasons other than departure from Contractor's eynpént or replacement by Contractor
pursuant to the third paragraph of the Article het#led “Employment Status.” Subject to the
Customer’s written approval, the Contractor mayssititte qualified persons in the event of the
separation of the incumbents therein from employtméth Contractor or for other compelling
reasons that are acceptable to the Customer, apéssagn additional staff to provide technical
support to Customer. The replacement personnel st equal or greater ability, experience
and qualifications than the departing personnal, sirall be subject to the prior written approval
of the Customer. The Contractor shall not permdyetivert any staff member from meeting
work schedules developed and approved under thegbraonless approved in writing by the
Customer. In the event of Contractor personnel dwgedirection, the services performed by the
Contractor shall be uninterrupted and the Contrashtall report in required status reports its
efforts and progress in finding replacements aecdeffect of the absence of those personnel.

ARTICLE 39 CHANGE ORDER RATE AND PROCEDURE

39.1 Itis understood that the Customer may, at any time written order, make changes in
the scope of the project. No changes in scopet@rbe conducted or performed by the
Contractor except by the express written appro¥ahe Customer. The Contractor shall be
obligated to perform all changes requested by thstdner which have no price or schedule
effect.

39.2 The Contractor shall have no obligation to proceti any change that has a price or
schedule effect until the parties have mutuallyeadrin writing thereto. Neither the Customer
nor the Contractor shall be obligated to executd suchange order; and if no such change order
is executed, the Contractor shall not be obligeduthorized to perform services beyond the
scope of the initial project and the contract doents. All executed change orders shall be
incorporated into previously defined deliverables.
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39.3 With respect to any change orders issued in acnoedwith this Article, the Contractor
shall be compensated for work performed under agdarder according to the hourly change
order rates specified in the attached Exhibit Aiclhs incorporated herein. If there is a service
that is not defined in the change order rate, thet@ctor and the Customer will negotiate the
rate. The Contractor agrees that each change matteshall be a “fully loaded” rate, that is, it
includes the cost of all materials, travel expenges diem, and all other expenses and
incidentals incurred by the Contractor in the perfance of the change order. The Contractor
shall invoice the Customer upon acceptance by thstdther of all work documented in the
change order, and the Customer shall pay invoiceuais on the terms set forth in this Master
Agreement.

39.4 Upon agreement of the parties to enter into a obhander, the parties will execute such a
change order setting forth in reasonable detailmbek to be performed thereunder, the revisions
necessary to the specifications or performancedsteg of any affected project work plan, and

the estimated number of professional services hibatswill be necessary to implement the work
contemplated therein. The price of the work topleeformed under any change order will be
determined based upon the change order rate; hoyteeechange order will be issued for a total
fixed dollar amount and may not be exceeded regssdbf the number of hours actually

expended by the Contractor to complete the workiired by that change order. The project
work plan will be revised as necessary.

39.5 The Contractor will include in the progress repaltsivered under the project, the status
of work performed under all then current changeesd

39.6 Inthe event the Contractor and the Customer emi@ia change order which increases or
decreases the time required for the performanangfpart of the work under the project, the
Contractor shall submit to the Customer a revisetsion of the project work plan, clearly
indicating all changes, at least five (5) workirays prior to implementing any such changes.

39.7 The Customer shall promptly review all revised pobjwork plans submitted, and shall
notify the Contractor of its approval or disapprovia whole or in part, of the proposed
revisions, stating with particularity all grounds finy disapproval, within ten (10) working days
of receiving the revisions from the Contractor. tHé Customer fails to respond in such time
period or any extension thereof, the Customer dtmlbleemed to have approved the revised
project work plan.
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ARTICLE 40 LIABILITY ISSUES

Unless jointly agreed otherwise in writing, Contrats liability for a specific project shall not
exceed the total amount paid by Customer to Comtramder the applicable Statement of Work.
In no event will Contractor be liable to Customer $pecial, indirect, consequential or incidental
damages including lost profits, lost savings ot levenues of any kind unless Contractor was
advised of the possibility of such loss or damagaress such loss or damage could have been
reasonably foreseen. Excluded from this or anyilitgdimitation are claims related to fraud,
bad faith, infringement issues, bodily injury, tteaphysical damage to tangible personal
property and real property, and the intentional ailllul misconduct or gross negligent acts of
Contractor. The language contained herein tendnbrtit the liability of the Contractor will
apply to Customer to the extent it is permitted ant prohibited by the laws or constitution of
Mississippi. Further, the parties understand aneteaghat the Contractor is precluded from
relying on any contractual damages limitation laaggi within this article where the Contractor
acts fraudulently or in bad faith.

For the faithful performance of the terms of thiadter Agreement, the parties have caused this
Master Agreement to be executed by their underdigepresentatives.

State of Mississippi, Department of
Information Technology Services, on (company name)
behalf of the agencies and institutions

of the State of Mississippi

By: By:
Authorized Signature Authorizesignature
Printed Name: David L. Litchliter Printed Name:
Title: Executive Director Title:
Date: Date:
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EXHIBIT A

(VENDOR COSTS TO GO HERE)
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